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The Past Web Saved Is Not The Web That Was
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Crawlers Preserve A False Web (Premise)

● Archival crawlers preserve a version of the web
inconsistent with web users’ experience, a web
that actually wasn’t

● Customization, personalization based on user
history is not canonical

● Crawlers (rightfully) see a clean/agnostic version of web sites, devoid of any 
individuals’ experience, PII

● Ergo, what crawlers preserve is a version of the web inconsistent with what a 
user would have seen at that time

● False history? Nature of experience
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A Valid Perspective, Just Not A Web Users’

● Crawler’s perspective is a valid representation
● There is no one true representation of a personalized web
● Web Ads?

○ Annoying but useful for study
○ Hyper-personalized, distinguishing factor from generic representation
○ Google’s Manifest V3 / Ad blocker drama* means Chrome users are

returning to an ad-ridden web
○ As with analog advertisements, web ads represent zeitgeist in retrospect
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https://www.eff.org/deeplinks/2021/12/chrome-users-beware-manifest-v3-deceitful-and-threatening
https://developer.chrome.com/docs/extensions/develop/migrate/mv2-deprecation-timeline
https://blog.mozilla.org/addons/2024/03/13/manifest-v3-manifest-v2-march-2024-update/
https://developer.chrome.com/blog/resuming-the-transition-to-mv3/*{
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Can We Save The Web We See From Our Perspective?

● Repurpose user’s daily driver profile as crawler basis
● Permutate attributes of a user to represent a “persona”, producing a web 

experience closer to that of an actual web user cf. crawler
● Avoid clean slate crawling and delegation to a user-agnostic crawler
● Scale?
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Crawling w/ a Web History + Discrete vs. Continuous

● Want to either reuse browser user profile or extract feature (e.g., cookies) to 
be used as the basis for what is served at archive time

○ What else is contained in this profile?
○ Is reuse possible/feasible for web archiving? What are Selenium’s capabilities? Other 

headless crawlers?
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Prior Technical Work
Leveraging Perspective-Based Crawling
● WARCreate - browser extension that archives by-value (cf. URI as basis)

○ Manifest V3 caveat (webRequest)
● Warcprox - save representations as they come over the wire
● Ad Blockers

○ Are users seeing the ad-ridden, true representation of the web?
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WIP: Persona-based Web Archiving

● Rapidly prototyped crawl director
● Side-load Chrome profile with 

Selenium WebDriver
● UI for user to specify crawl 

profile attributes 
● Based on Andy Jackson’s Sliver

○ https://github.com/anjackson/sliver
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A-Proxy
Persona Emulator

https://github.com/savingads/a-proxy
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A-Proxy Dashboard
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● SQLite database for 
persistence

● Integrated persona 
management (no 
separate microservice)

● Comprehensive data 
relationships and 
indexing
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A-Proxy Usage Flow
AKA the feedback loop
1. Persona generation

○ Archivists create initial personas across four categories
(w/ LLM assistance)

2. Persona development through chat
○ Archivists chat w/ personas to develop their attributes over time or give directives in a certain 

format (e.g., you have a job in a restaurant on 36th Street)
3. Targeted Crawling (Waypoints)

○ Browser variables reflect persona characteristics, cookies set context, synthetic history files 
represent past activity

4. Dual Archival value
○ For web archiving: refined personas enable crawls from specific perspectives
○ For LLM research: preserved chats document how LLMs respond to increased personalization
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Parameters of Perspective / Personalization

● Demographic
○ ex: Location, Language

● Psychographic
○ ex: interests, values

● Behavioral
○ ex: browsing habits, social media activity

● Contextual
○ ex: time of day, weather, browser
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Example: Demographic & Psychographic
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https://github.com/savingads/a-proxy
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Example: Behavioral and Contextual
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https://github.com/savingads/a-proxy
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AI Chat Integration to Identify Frequented URLs

● Chat with Claude AI models as 
different personas

● Persona attributes influence AI 
responses

● Conversation history and context 
management

● Model parameter tracking for 
analysis

● These could also be supplied as 
seeds to a crawler or ad hoc 
web archiving session
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https://github.com/savingads/a-proxy
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Journey Tracking

● Create browsing/interaction 
sessions

● Track waypoints and 
conversation progression

● Archive sessions with full 
metadata
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Core Endpoints

● / - Home dashboard
● /login - User authentication
● /personas - Persona management
● /interact-as - Choose persona for interaction
● /direct-chat/<persona_id> - AI chat interface
● /journeys - Journey tracking
● /archives - Conversation archives
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How’d We Get to AI-informed Archiving?

● Original impetus of this work was to capture personalized ads
○ …but it’s also useful for personalized content not exposed to unpersonalized crawlers

● We created two data sets to classify existing ads in archives and developed 
novel approaches to facilitate capture of contemporary web ads

● Capture alone is often not enough, replay system need to be adjusted to 
account for runtime, generated content

○ e.g., client-side randomization to define resource location on live web may be replicated 
differently at replay time
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Initial Observations and Experiments

● Examine existing crawler-derived WARCs, observe personalization traits
● Enumerate attributes like location, user-agent, language for rudimentary 

personalization
● Use case: capture delta of web ads

○ Difficult due to randomization, dynamic
○ Requires replay amendment
○ Web ads are more than just images

■ e.g., video, combo, interactive
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See arXiv:2502.01525, 2025
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● Sufficient personalized context is lost when 
delegating to a crawl by URI

● That which we consider the historical web was 
captured through the lens of a perspective-agnostic 
crawler

● Project underway, interpolating personas,
gathering data, building A-Proxy

● Ongoing dev work, data at 
https://github.com/savingads

See our recent tech report on archiving web ads!  arXiv:2502.01525, 2025. →

Project supported by

Slides: bit.ly/ait2025

Grant terminated via Executive Order 14238 
in April 2025


