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Background - IPFS O IPFS

e Hypermedia distributed protocol

e |PFS entity hashes are content addressed
o Content changes — different hash produced
o Inherent potential for de-duplication of content

e Files accessible via HTTP: http://ipfs.i0o/<hash>
e Built on trust chains for provenance



http://ipfs.io/

Content addressing

QmZAD4xeeNeYF3TmwWgBXypLKTiICGWGRMXHW7MtheWKtw4

QmZAD4xeeNeYF3TmwWgBXypLKTiCGWGRMXHW7MtheWKtw4

PIPFS—

$ ipfs cat QmZAD4xeeNeYF3TmwWgBXypLKTICGWGRMXHW7MtheWKtw4 > dogejog [ > [l

http://exampl.org/yuri Jpg




Background - WARC

[ NeN ] ) 20160805022013693.warc UNREGISTERED

' N _

54  WARC/1l.@
WARC response record —Q/_ Warc-response el e B e

56 WARC-Target-URI: http://ipwb.example.com/
header 57 WARC-Date: 2016-89-85T©2:20:13Z
58 WARC-Record-ID: =<urn:uuid:@6d837b9-5747-379%e-a7bl-5431274b8aaa>
59 Content-Type: application/http; msgtype=response
6@  Content-Length: B@6
61
62 HTTP/1l.1 20@ OK
63 Host: ipwb.example.com
HTTP reSp header 64 Connection: close
65 Content-Type: text/html; charset=UTF-8
WARC:s also contain: £ Kemenaiaih ol
68  <html=<head=
o HTTP requeStS 69 <title=InterPlanetary Wayback</title=
) WarC'|nfO ;g :}ﬁg:d;elz“stylesheet" type="text/css" href="style.css">
e warc-metadata records Bl <body> ,_
HTTP resp pay|oad 73 <img src="ipwb.png"= _ N
] etC 74 <p=InterPlanetary Wayback (ipwb) facilitates permanence and col
75 <img src="fileduration.png">
76 <img src="filesize.png">
77
— 78 </body></html>
79
8@
81 WARC/1.@
82  WARC-Type: response
83 WARC-Target-URI: http://ipwb.example.com/style.css
(2' 84  WARC-Date: 2016-89-85T©2:20:13Z
<urn:uuid:b9t776le-e6b4-d4c7-317b-49894413e6a5=>
l W uses only warc-response records i

Line 72, Column 7 Tab Size: 4 Plain Text

interplanetan;;back




Background - Wayback
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Replay Engine




Motivation 7PWb= O IPFS =+ IIIH“MI!I'

e Persistence of archived web data dependent on resilience
of organization and availability of data
e Remove massive redundancy in web archive files of exact

duplicate content
e Determine feasibility of pushing WARCs into IPFS



Indexing



WARC Creation HTTP Header & Payload Extraction Push to IPFS Generate CDXJ WARC-CDXJ correspondence

@00 ] 20160907003819654.warc UNREGISTERED

2016090700381965.

52  WARC/1.@

53 WARC-Type: response

54  WARC-Target-URI: http://ipwb.example.com/

55 WARC-Date: 2016-89-07T00:38:19Z

56  WARC-Record-ID: <urn:uuid:1e3907a%-2e5c-9981-6a92-964a465d998e>
57 Content-Type: application/http; msgtype=response
58 Content-lLength: 88@

59

68 HTTP/1.1 208 OK

61 Host: ipwb.example.com

62 Connection: close

63  Content-Type: text/html; charset=UTF-8

64 Content-Length: 666

65
— 66  <html=<head=>
® 0 ® [ interplanetary Wayback x| \ﬂ| 67 <title=InterPlanetary Wayback</title>
€ — C [I http://ipwb.example.com = 68 <link rel="stylesheet" type="text/css" href="style.css">
69 </head>
70 <body=

This is site for Space Dog

71 <hl>This is site for Space Dog=/hl>
72 <img src="yuri.jpg">

73  <=p>InterPlanetary Wayback (ipwb) facilitates permanence and collaboration
74

75 </body=</html>

76

77

78  WARC/1l.@
79  WARC-Type: response
80 WARC-Target-URI: http://ipwb.example.com/style.css
InterPlanetary Wayback (ipwb) facilitates permanence and collaboration in web archives by disseminating the contents of 81 WARC-Date: 20816-89-07T@@:38:197
WARC files into the IPFS network. IPFS is a peer-to-peer content-addressable file system that inherently allows deduplication 82 WARC-Record-ID: <urn:uuid:2?502e65a-bbd-70c6-8799-8687829a71F4>
and facilitates opt-in replication. ipwb splits the header and payload of WARC response records before disseminating into 83 Content-Ts licat Jhttp: + g
IPFS to leverage the deduplication, build a CDXJ index, and combine them at the time of replay. ontenE- Typel-appricatron, Pl msgEypesresponse
84  Content-Length: 144

85
86 HTTP/1.1 200 0K

87 Host: ipwb.example.com

88  Connection: close

89 Content-Type: text/css; charset=UTF-8
98  Content-Length: 19

91

92

93 img {width: 250px;}

94
95
96

Tab Size: 4 Plain Text

, Column 1



WARC Creation

' 20160907003819654. warc ®

& 20160907003819654 warc

HTTP Header & Payload Extraction

Push to IPFS

UMREGISTERED

Content-Type: text/html; charset=UTF-8
Content-Length: 666

<html=<head=>

52 WARC/1.9
53  WARC-Type: response
54  WARC-Target-URI: http://ipwb.example.com/
55 WARC-Date: 2016-@9-87T@@:38:19Z
56 WARC-Record-ID: =urn:uuid:le39@7a9-2e5c-9981-6a92-964a465d998e>
57 Content=Type: application/http; msgtype=response
58 Content-Length: 800
[4+1
{ 68 HTTP/1.1 288 0K
61 Host: ipwb.example.com
62 Connection: close

Y
N

Generate CDXJ

WARC-CDXJ correspondence

HTTP HEADER BLOCK

HTTP PAYLOAD BLOCK

Line 91, Column 14

WARC-Record-ID: <urntuuid:5al49lab-f5be-d75e-25bd-6650¢c69a7182=

67 =title=InterPlanetary Wayback=/title=

68 =<=link rel="stylesheet" type="text/css" href="style.css5">

69  </head>

78 <body>

71  <hl=This is site for Space Dog</hl=

72  =img src="yuri.jpg"=

73  <p=InterPlanetary Wayback (ipwb) facilitates permanence and collabg
74

75  =/body=></html>

77

78  WARC/1.9

79  WARC-Type: reguest

80  WARC-Target-URI: http://ipwb.example.com/style.css

81 WARC-Date: 2016-09-87T@0:38:19Z

82  WARC-Concurrent-To: =<urn:uuid:2d315ccl-a34d-3945-c5d9-abdc7acl3feb

Tab Size: 4

Plain Text
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WARC Creation HTTP Header & Payload Extraction Push to IPFS Generate CDXJ WARC-CDXJ correspondence

HTTP HEADER BLOCK HEADER DIGEST

QmcN9eWWRF73dZj5BgT4x8jeEcFr

IPFS

HTTP PAYLOAD BLOCK xurX1hot8QwCbMi9PB
PAYLOAD DIGEST
Qmczh9YnB4U1ptPegqxcaTZA4aMm
UNUswTLTWzXntvbp9sL
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WARC Creation HTTP Header & Payload Extraction Push to IPFS Generate CDXJ Record WARC-CDXJ correspondence

HEADER DIGEST PAYLOAD DIGEST
Qmczh9YnB4U1ptPegxcaTZA4aMmuNUswTLTWzX
ntvbp9sL

ipwb.example.com)/ 20160905022013 {
"locator":"urn:ipfs/ /Qmczh9YnB4U1ptPegxca
TZA4aMmuNUswTLTWzXntvbp9sL",
"mime_type": "text/html",
"status_code": 200,

”,

“other_fields”: “other values...”

CDXJ: http://ws-dl.blogspot.com/2015/09/2015-09-10-cdxj-object-resource-stream.html



http://ws-dl.blogspot.com/2015/09/2015-09-10-cdxj-object-resource-stream.html
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WARC Creation HTTP Header & Payload Extraction Push to IPFS Generate CDXJ WARC-CDXJ correspondence

@08 = 20160907003819654.warc UNREGISTERED
Y wossosoroossisesanarc + l ipwb.example.com)/ 20160905022013 {"locator":
52 WARC/1.8 " P
53 WARC-Type: response l Irh .!' 3/ /
?il WARC-Target-URI: http /11 ow ample. com/ n "
R i ptPeqxcaTZA4aMmuNUswTLTWzXntvbpOsL
6 EZEEZEEJiE;h?"éé““”"’““‘" SApesspones e_type": "text/html", "status_code": "200"}

60 HTTP/1.1 2808 OK
61 Host: ipwb.example.com
0

pwb.e?ample.com)/style.css 20160905022013 {"locator":

:i EE:EECFTH’ (1t xt/html; charset=UTF-8 "urn:ipfS/ /Q
o mbyA0OU31WSAVARjVbPeVBTAWCINTkyBhQ4ho3n8TAZ0",

87 -:T.ltle;lnterP{anetary Wayback=/title>

68 <link rel="stylesheet" type="text/css" href="style.css">
69  </head>

70 <body>

71  <hl>This is site for Space Dog</hl>
72 <img sre="yuri.jpg"s>

2 <p=InterPlanetary Wayback (ipwb) facilitates permanence and collaboration

“Mmime_type" "text/css S "}

|pwb example.com .png 2016090502201 3 {"locator":
"urn:ipfs/QmTigMxFGvbP4nwFoq3tNYDPW6gC99i5njrqsXSw6QRvHa/
QmYMK 53kuPJirahdHGevCCy2afLyePRdX38TukFUwd",

": "image/png", "status_code": "200"}

</body></htnl>

78 WARC/1.0

0 VARG Target URL: it /ipud. cxample, con/style.css i .example.com)/fileduration.png 20160905022013 {"locator":
81 WARC-Date: 2016-89-07T@0:38: 192

5 z*'::;:ﬂ,s;:,,:t;m:,:zii;6;5g';3::z;:zzs;:::*““mm urn:ipfs/QmaCj6LNngxwagxalmfp1xCyxcwDt2Uzqf8gCG6bVyQppYC/
gy nenihenoThe A degtMporTF8bqv7ytgthoiSBhRxfuijD6Vj2U7ohz1 "
7 Host: o sranple. con "mime_type": "image/png", "status_code": "200"}
% Content-Lengins 20 ipwb.example.com)/filesize.png 20160905022013 {"locator":
- g: . "urn:ipfs/QmNPjrSVY310GDooMiA18ZDNHfkLNnEg3j5gRj1dFdramS4/

me4he88PU58nkWt6w5thpreLTKuU?iuxg9thoPsF1 B",
"mime_type": "image/png", "status_code": "200"}




Replay



) )

Replay reference Dereference via IPFS Reconstruction from IPFS
via CDXJ
ipwb.example.com)/ {"locator":

"urn:ipfs/QmcN9eWwRF73dZj5BgT4x8jeEcFrxurX1
hot8QwCbMi9PB/Qmczh9YnB4U1ptPeqgxcaTZA4a
MmuNUswTLTWzXntvbp9sL", "mime_type": http://ipwb.example.com
"text/html", "status_code": "200"}

ipwb.example.com)/style.css 20160905022013

{"locator": =0
"urn:ipfs/QmU1k71bT6ibZBSdxBL35cQXwovTih8cT ¢ 2 a 2 BB s
B4CXfriyMfZxE/QmbvUA09U31wSdvARjvbPeVBTA

WCjN1kyPhQ4ho3n8TAZo", "mime_type": "text/css", 7 & &8 W N 12 8

"status_code": "200"}
ipwb.example.com)/ipwb.png 20160905022013
{"locator": 21 22 23 24 25 26 2
"urn:ipfs/QmTjfMxFGvbP4nwFoq3tNYDPW6gC99i5
njrgsXSw6QRvHa/QmYMKZbnk53kuPJirahJHGevC
Cy2afLyePRdX38TukFUwd", "mime_type":
"image/png", "status_code": "200"}

28 28 30 W




) )

Replay reference Dereference via IPFS Reconstruction from IPFS
via CDXJ

ipwb.example.com)/ 20160905022013 {"locator": "urn:ipfs/
/Qmczh9YnB4U1ptPeqxcaTZA4aMmuNUswTLTWzXntvbp9sL",
"mime_type": "text/bhtml", "status_code": "200"}

HTTP HEADER BLOCK

PIPFS—

— HTTP PAYLOAD BLOCK




Replay reference
via CDXJ

HTTP HEADER BLOCK

HTTP PAYLOAD BLOCK

Y
N

Dereference via IPFS

Reconstruct

Reconstruction from IPFS

=
B

® ' ® | [ierpanetary Wayback

< C' [ nttp:/fipwb.example.com

This is site for Space Dog

C

InterPlanetary Wayback (ipwb) facilitates permanence and collaboration in web archives by disseminating the contents of
‘WARC files into the IPFS network. IPFS is a peer-to-peer content-addressable file system that inherently allows deduplication
and facilitates opt-in replication. ipwb splits the header and payload of WARC response records before disseminating into
IPFS to leverage the deduplication, build a CDXJ index, and combine them at the time of replay.




Data Flow

Indexer

extract HTTP
headers+payloads

combine
header+payload

IPFS Store



Evaluation



i File compression
S ||~ Uncompressed 2
I ||~ Compressed (Gzipped)
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e Reported IPFS slowness https://github.com/ipfs/go-ipfs/issues/1216
o Has since been fixed, subsequent to IPWB-TPDL



https://github.com/ipfs/go-ipfs/issues/1216

Replay Time

600 requests in 222 seconds

Slower than PyWB (which took 5.26 seconds)
File vs. rich object based retrieval

Never expiring cache



Future Works

Evaluate the improved IPFS on large dataset

Evaluate deduplication

Implement an index-free collaborative archiving system
Utilize IPNS to reference URI-Rs



Conclusions

e A proof of concept system to leverage a novel approach to
archiving and retrieval

e Evaluated storage and time costs and qualitative analysis

e It can only work for small archives in it's current state

e A path to answer “who will archive the archives?” question
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Evaluation

File compression
8 ||-B Uncompressed o]
— w

3 |-~ Compressed (Gzipped)
o —
g ] g
2o 2
% ‘8_7 Eg_
2 2
o8 =
e® g &
Sg | =
28 2
o L &
0o

S

=

o |

- =

IS

o

T T T T T T T T T T T T T T
200 400 600 800 1000 1200 1400 5 10 15 20 25 30 35
Disk size in UNIX filesystem (MB) Number of Files (Thousands)

e Reported IPFS slowness https://github.com/ipfs/go-ipfs/issues/1216
o Has since been fixed, subsequent to IPWB-TPDL



https://github.com/ipfs/go-ipfs/issues/1216

Indexer

extract HTTP
headers+payloads

WARC Store

IPFS Store



WARC Store

IPFS Store



Indexer

extract HTTP
headers+payloads

=

IPFS Store

CDXJ*™
- {...}

WARC Store



Indexer

extract HTTP
headers+payloads

CDXJ*™
- {...}

WARC Store

IPFS Store



Indexer

extract HTTP
headers+payloads

index record CDXJ =
e mm {...}

WARC Store

IPFS Store



Indexer

extract HTTP
headers+payloads

WARC Store

RI, [datetime]

U

index record(s)

©

header digest

------- 0

payload digest

combine
header+payload

payload
IPFS Store



Indexer

extract HTTP
headers+payloads

WARC Store

RI, [datetime]

U

index record(s)

©

header digest

------- 0

payload digest

combine
header+payload

payload
IPFS Store



WARC Store

Indexer

extract HTTP
headers+payloads

1>/

Replay
combine
header+payload

IPFS Store



Methodology - IPWB WARC indexing

e warc-response record body extracted into temp files
o HTTP header and entity body (payload) separated
o Response metadata (e.g., datetime) retained

e temp files pushed into IPFS via locally running daemon
o Two IPFS hashes (for header and payload) returned

e (CDXJ record created representing warc-response contents
o Contains URI-R, archived HTTP status, encoded IPFS hashes



Methodology - Replaying Archives

e Extension of pywb API to read CDXJ files
e On encountering IPFS URN, fetch warc-response temp files from IPFS

using local daemon
o This may occur on a separate machine using a separate daemon

e With WARC contents fetched, replay contents using pywb where the locator
value in the CDXJ is used to dereference the temp files pulled from IPFS



N O e W N

CDXJ in IPWB

SURT_URI DATETIME {
"id": "WARC-Record-ID",
"arl®: “"ORTGINAL URT ™,

"status"
"mime":
"locator

: "3-DIGIT _BITP STATUS",
"Content -Type",
": "urn:ipfs/HEADER_DIGEST/PAYLOAD_DIGEST"




