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InterPlanetary FileSystem
Location == Content Addressing
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There is no Internet connection

Try:
+ Checking the network cables, modem and router
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Content Addressing
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CID - Content |dentifier

Content Identifier  zdj7\/Vd8AMwonhJGQCbFxBVodGSBG84 TM7Hs 1rcJuQMw IVIEDS

L

multibase cid version  multicodec hash value
Content Address (Hash)
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find out more

Epicenter Bitcoin Interview

youtu.be/erB7i6Uc4DM

IPFS Talk at Stanford
youtu.be/HUVMypx9HG

Join us on GitHub!

github.com/ipfs/ipfs




video distribution + streaming

Live Examples



legal documents

Live Examples



pfs.pics (iImgur-like)

Live Examples
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Live Examples



Brewster Kahle's Blog

Thoughts about Housing, Education
Food and HESTERNRIERE United

Locking the Web Open, a Call for a Distributed Web




Live Examples

Brewster Kahle's Blog
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- Distributed
- Offline

- Space savings

- Optimize bandwidth usage

- Improved resolution times

--and more..
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interplanetary

Motivation & Design
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Motivation Wb

interplanetary

e Persistence of archived Web data dependent on resilience
of organization and availability of data
e Remove massive redundancy in Web archive files of

exact duplicate content
e Determine feasibility of pushing WARCs into IPFS



Design Wb
e Extending the CDXJ Format

e [ndexing and IPFS Dissemination Procedure
e Replay and IPFS Pull Procedure
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Design - CDXJ Format Wb

interplanetary

com,example)/index.html 20170301192639 {"mime_type": "text/html",
"status_code": "200"}

com,example)/images/frog.png 20170301192639 {"mime_type": "image/png”,
"status_code": "200"}

See: https://github.com/oduwsdl/ORS/wiki/CDXJ
Alam et al. “Web Archive Profiling Through CDX Summarization”, TPDL 2015



https://github.com/oduwsdl/ORS/wiki/CDXJ
http://www.cs.odu.edu/~mln/pubs/tpdl-2015/tpdl-2015-profiling.pdf
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Design - CDXJ Format Wb

interplanetary

com,example)/index.html 20170301192639 {"locator":
"urn:ipfs/QmPdyY6Pm66iWtGpTc7PgK11hvsnY SKMVL57G69RiINjGem/

", "mime_type": "text/html",
"status code": "200"}
com,example)/images/frog.png 20170301192639 {"locator":
"urn:ipfs/QmUeko8zM7Xanwz6F9GtRH4rLAi4Poj3EMECGsci3BRQfs/

, "mime_type": "image/png",
"status_code": "200"}
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Design Wb

interplanetary

Indexer index record

extract HTTP
headers+payloads

6

WARC Store

header

header digest
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ipwb Design - “Indexing” Process

1. Extract HTTP Response from WARC
o HTTP header and entity body ( ) separately

2. Push header and payload to IPFS, retain hashes

3. Construct CDXJ record containing:
o URI of original resource (URI-R)

HTTP

payload
o Datetime block
o Locator: urn:ipfs/headerHash/
4. Repeat for each WARC-Response record o of Tndoxer Y g noex o @
5. Save locally as CDXJ file e ==L
WARC Store 1 |

digest

digest

header
W ———-——
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IPFS Store
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Design - Replay Wb

interplanetary

ldentify CDXJ line w/ URI-R + datetime
Fetch content for header and payload from IPFS using locator
Reassemble content into HT TP response, serve to browser

Repeat for each embedded resource requested
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Advancements
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@ IPFS

In the Browser
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om/ipfs/js-ipfs

“JIPFS .JS

The JavaScript implementation of the IPFS protocol.

made by Protocol Labs J project IPFS [ freenode #ipfs
interface-ipfs-core API Docs J interface-ipfs-core Updates




‘ |PFS In the Browser

browser tab browser extension | service worker

const node = new IPFS()

node.on('ready', () => {

node.stop(() => {

}
}




‘ |PFS In the Browser

browser tab browser extension | service worker

const node = new IPFS()

node.on('ready', () => {

node.stop(() => {




*owb @ PFS

In the Browser

abc.xyz/con]Eent

ipfs.get(cont
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Privacy, Collaboration, and Security Wb

interplanetary

e Encryption on indexing/dissemination, decryption on replay

com,mywebsite)/photos/vacation 20170605083914 {
"locator": "urn:ipfs/QmdmV...P9H/QmRDB...1Bz2P",
"encryption_method": "xor", “encryption_key”:

“my#Gredt#EncryptiOn#K3y!”, "mime_type": "text/html", "status_code": "200"}




Privacy, Collaboration, and Security

e |IPWB CDXJs may be transferred for our users’ replay

e C(CDXJ-by-hash recursive fetch/replay

o Share hash of CDXJ then $ ipwb replay hash to replicate experience

D oy N
SRR CDXJ IPFS QmVvshF...dXJ ==
- s &

Push CDXJ to IPFS
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Other ipwb Advancements Wb

interplanetary

iy Gl
_ _

e Rerouting (instead of Rewriting) for Archival Replay*
o IPWB replay registers ServiceWorker
m Intercepts requests from archival replay to live Web
o Prevents live Web from “leaking into” the archive on replay

Video »
L I

S & s
) | &

PRESIDENTIAL DEBATE
OBAMA | ROMNEY
3

e Memento Support |
o Replay system serves TimeMap, Timegate, and Datetime (memento) resolution endpoints

o http://localhost/timemap/http://mywebsite.com/photos/vacation
o http://localhost/memento/20170605092450/http://mywebsite.com/photos/vacation

memento.
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* To be presented at JCDL 2017 in Toronto, Canada, June 19-23, 2017
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