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The Web
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The Web is Ephemeral
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Web Archives to the Rescue: Typical Access
1. Go to archive.org  in your 

browser

2. Enter the URL you want to see in 
the past in the form field

3. Submit your query
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Web Archives to the Rescue: Typical Access
4. Locate the capture on the 

calendar or histogram view

5. Select the year/capture for the 
day

6. Repeat until you find the closest 
date and time
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7. Finally, view the capture

6
from March 9, 2013
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Web Archiving - Live Web psu.edu
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Now
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Web Archiving - Archival Capture
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March 9, 2013Now



Web Archiving
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2019

2012

2010
2006

2001

Associate live Web URIs

With their archived representations



Web Archives provides access to the Web that was
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What did psu.edu look like 
in the past?

20
19

2012

2010

2006

2001
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Multiple archival efforts (3 of many)
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More archives produces a more comprehensive picture

12
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Even then, not everything is preserved
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What did obscuresite.com 
look like in the past?

0 captures for 
obscuresite.com
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User sees on live Web may not be what is captured

14

What did facebook.com 
look like in the past?



...And oftentimes that is for the best

15

Have you preserved my 
online banking?
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Other times, we may want our content archived

16

Have you archived my 
daughter’s flickr.com 
photos?

0 captures for that URI
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...especially when it has disappeared
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0 captures for that URI

!

Have you archived my 
daughter’s flickr.com 
photos!?!?
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“Save this, but only for me.”
● Screenshots of Web pages are insufficient

○ Not interactive/representative, do not integrate, lose context otherwise provided in metadata

● Large-scale archives’ tools are open source
● Individuals can archive, but there are still technical barriers

18

at tA
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Individuals, Too, Can Archive The Web

.com
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Captures from Institutional and Personal Sources

at tA at tC at tD→Z
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Memento Facilitates this Aggregation

RFC7089
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Today’s Memento Aggregation

Archives    Queried (A0 )
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Today’s Memento Aggregation

Archives    Queried (A0 )
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Desire: Include Personal Archives

Archives    Queried (A0 )
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Desire: Include Other 
Non-Aggregated Archives

Archives    Queried (A0 )
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Rapidly Changing Pages May Not Be Comprehensively 
Captured
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Archiving More Archives Provides a Better Picture of the Web
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RQ1: What sort of content is difficult to capture and replay for preservation from the perspective 
of a Web browser?
RQ2: How do Web browser APIs compare in potential functionality to the capabilities of archival 
crawlers?
RQ3: What issues exist for capturing and replaying content behind authentication?
RQ4: How can content that was captured behind authentication signal to Web archive replay 
systems that it requires special handling?
RQ5: How can Memento aggregators indicate that private Web archive content requires special 
handling to be replayed, despite being aggregated with publicly available Web archive content?
RQ6: What kinds of access control do users who create private Web archives need to regulate 
access to their archives?

Research Questions

28



A Framework for Aggregating Public and Private Web Archives
February 14, 2019
Mat Kelly

RQ1: What sort of content is difficult to capture and replay for preservation from the perspective 
of a Web browser?
RQ2: How do Web browser APIs compare in potential functionality to the capabilities of archival 
crawlers?
RQ3: What issues exist for capturing and replaying content behind authentication?
RQ4: How can content that was captured behind authentication signal to Web archive replay 
systems that it requires special handling?
RQ5: How can Memento aggregators indicate that private Web archive content requires special 
handling to be replayed, despite being aggregated with publicly available Web archive content?
RQ6: What kinds of access control do users who create private Web archives need to regulate 
access to their archives?

Research Questions

29



A Framework for Aggregating Public and Private Web Archives
February 14, 2019
Mat Kelly

Outline

● Introduction/Motivation
● Background
● Preliminary Research
● Proposed Framework
● Evaluation Plan
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● Introduction/Motivation
● Background
● Preliminary Research
● Proposed Framework
● Evaluation Plan



Needed Association of Live-to-Archived Web
● Archived captures (mementos) are “aware” of 

what they represent from the live Web
● ...but we don't have a good way to 

establish the bidirectional linkage

32

2012

2010

2006



Representations can be Linked in time

33

2012

2006

Time
Gate

HTTP Link
timegate

HTTP Link
original

HTTP Link
original

HTTP Link
original

HTTP Link
memento

HTTP GET
Accept-Datetime: 2012

HTTP GET
Accept-Datetime: 2006



Background: Memento

Memento Guide: Introduction. http://www.mementoweb.org/guide/quick-intro/, January 2015.

34* H. Van de Sompel et al. HTTP Framework for Time-Based Access to Resource States – Memento. IETF RFC 7089, 
December 2013.

http://www.mementoweb.org/guide/quick-intro/
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Background: Memento Request Example

• Accept-Datetime: Wed, 02 Aug 2017 23:15:00 GMT
• GET:  http://web.archive.org/web/http://www.cnn.com

Request cnn.com at Sept 
11, 2001 at 9am EST

URI-G
G

HTTP Request

35



Background: Memento Request Example

• Memento-Datetime: Wed, 02 Aug 2017 23:18:04 GMT
• Location: http://web.archive.org/web/20170802231804/http://www.cnn.com/
• Link: 

• Accept-Datetime: Wed, 02 Aug 2017 23:15:00 GMT
• GET:  http://web.archive.org/web/http://www.cnn.com

Request cnn.com at Sept 
11, 2001 at 9am EST

URI-G
G

mementotimegateoriginaltimemap

HTTP Request

HTTP Response (302)

URI-T
T

URI-R
R

URI-G
G

URI-M
M

36



Background: Dereferencing a TimeMap at URI-T

Request URI-T

● Date-based pagination
● Other formats for TimeMap

first
memento

last
mementomemento

......

......

timemap timemap timemap

TimeMapURI-T
T

URI-T
T1

URI-T
T

URI-T
Tt

URI-M
1

URI-M
m

URI-M
n

URI-G
G

URI-R
R

37



A familiar paradigm used for authentication on the live Web
Role-based delegation and authentication

38

Interaction request

Requires authentication Access KEY

Interaction request with KEY

1

2

3

4



Background - Privacy and Security
● Web users question trusting 

institutions to preserve 
private Web contents1

● OAuth 2.02 facilitates 
authentication cohesion of entities

1 Marshall and Shipman., “On the Institutional Archiving of Social Media”, 
JCDL 2012
2 D. Hardt. The OAuth 2.0 Authorization Framework. IETF RFC 6749, 
October 2012. 39

RQ3: What issues exist for capturing and replaying 
content behind authentication?

RQ6: What kinds of access control do users who 
create private Web archives need to regulate 
access to their archives?
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HTTP Prefer
● HTTP negotiation already available via Accept-* headers
● Prefer syntax provide mechanism for client to specify preferences

○ ...with which servers may not comply

40

* J. Snell. Prefer Header for HTTP. IETF RFC 7240, June 2014.

Prefer: foo; bar="baz"

Preference Applied: bar="baz"
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Memento Aggregation State of the Art

41
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Memento Aggregation - MementoWeb

42

Also available via CLI:
$ curl http://timetravel.mementoweb.org/timemap/link/http://odu.edu
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● Open Source Memento Aggregator - github.com/oduwsdl/memgator
● Easy personal/local deployment
● Specify archive list on launch

○ Easily configurable JSON → 
○ Use default collection if not specified

● TimeMap Formats:
○ Link
○ JSON
○ CDXJ

Memento Aggregation - MemGator

43

* Alam and Nelson, “MemGator - A Portable Concurrent Memento Aggregator: Cross-Platform CLI and Server 
Binaries in Go”, JCDL 2016

ru
nn

ing
 o

n

https://github.com/oduwsdl/memgator
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CDXJ: An Alternative TimeMap Format

Link (RFC 7089) TimeMap CDXJ TimeMap

Original URI (URI-R) Other TimeMaps (URI-Ts) TimeGate (URI-G) Relative Relations

<http://matkelly.com>; rel="original",
<http://localhost:1208/timemap/link/http://matkelly.com>; 
rel="self"; type="application/link-format",
<http://web.archive.org/web/20060514123511/http://www.mat
kelly.com:80/>; rel="first memento"; datetime="Sun, 14 
May 2006 12:35:11 GMT",
<http://web.archive.org/web/20060516213852/http://www.mat
kelly.com/>; rel="memento"; datetime="Tue, 16 May 2006 
21:38:52 GMT",
...
<http://web.archive.org/web/20180128152125/http://matkell
y.com>; rel="memento"; datetime="Sun, 28 Jan 2018 
15:21:25 GMT",
<http://web.archive.org/web/20180319141920/http://matkell
y.com/>; rel="last memento"; datetime="Mon, 19 Mar 2018 
14:19:20 GMT",
<http://localhost:1208/timemap/link/http://matkelly.com>; 
rel="timemap"; type="application/link-format",
<http://localhost:1208/timemap/json/http://matkelly.com>; 
rel="timemap"; type="application/json",
<http://localhost:1208/timemap/cdxj/http://matkelly.com>; 
rel="timemap"; type="application/cdxj+ors",
<http://localhost:1208/timegate/http://matkelly.com>; 
rel="timegate"

!context ["http://tools.ietf.org/html/rfc7089"]
!id {"uri": "http://localhost:1208/timemap/cdxj/http://matkelly.com"}
!keys ["memento_datetime_YYYYMMDDhhmmss"]
!meta {"original_uri": "http://matkelly.com"}
!meta {"timegate_uri": 
"http://localhost:1208/timegate/http://matkelly.com"}
!meta {"timemap_uri": {"link_format": 
"http://localhost:1208/timemap/link/http://matkelly.com", "json_format": 
"http://localhost:1208/timemap/json/http://matkelly.com", "cdxj_format": 
"http://localhost:1208/timemap/cdxj/http://matkelly.com"}}
20060514123511 {"uri": 
"http://web.archive.org/web/20060514123511/http://www.matkelly.com:80/", 
"rel": "first memento", "datetime": "Sun, 14 May 2006 12:35:11 GMT"}
20060516213852 {"uri": 
"http://web.archive.org/web/20060516213852/http://www.matkelly.com/", 
"rel": "memento", "datetime": "Tue, 16 May 2006 21:38:52 GMT"}
...
20180128152125 {"uri": 
"http://web.archive.org/web/20180128152125/http://matkelly.com", "rel": 
"memento", "datetime": "Sun, 28 Jan 2018 15:21:25 GMT"}
20180319141920 {"uri": 
"http://web.archive.org/web/20180319141920/http://matkelly.com/", "rel": 
"last memento", "datetime": "Mon, 19 Mar 2018 14:19:20 GMT"}

See Alam, “CDXJ: An Object Resource Stream Serialization Format”, 2015

http://ws-dl.blogspot.com/2015/09/2015-09-10-cdxj-object-resource-stream.html
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CDXJ: An Alternative TimeMap Format

Link (RFC 7089) TimeMap CDXJ TimeMap

Original URI (URI-R) Other TimeMaps (URI-Ts) TimeGate (URI-G) Relative Relations

<http://matkelly.com>; rel="original",
<http://localhost:1208/timemap/link/http://matkelly.com>; 
rel="self"; type="application/link-format",
<http://web.archive.org/web/20060514123511/http://www.mat
kelly.com:80/>; rel="first memento"; datetime="Sun, 14 
May 2006 12:35:11 GMT",
<http://web.archive.org/web/20060516213852/http://www.mat
kelly.com/>; rel="memento"; datetime="Tue, 16 May 2006 
21:38:52 GMT",
...
<http://web.archive.org/web/20180128152125/http://matkell
y.com>; rel="memento"; datetime="Sun, 28 Jan 2018 
15:21:25 GMT",
<http://web.archive.org/web/20180319141920/http://matkell
y.com/>; rel="last memento"; datetime="Mon, 19 Mar 2018 
14:19:20 GMT",
<http://localhost:1208/timemap/link/http://matkelly.com>; 
rel="timemap"; type="application/link-format",
<http://localhost:1208/timemap/json/http://matkelly.com>; 
rel="timemap"; type="application/json",
<http://localhost:1208/timemap/cdxj/http://matkelly.com>; 
rel="timemap"; type="application/cdxj+ors",
<http://localhost:1208/timegate/http://matkelly.com>; 
rel="timegate"

!context ["http://tools.ietf.org/html/rfc7089"]
!id {"uri": "http://localhost:1208/timemap/cdxj/http://matkelly.com"}
!keys ["memento_datetime_YYYYMMDDhhmmss"]
!meta {"original_uri": "http://matkelly.com"}
!meta {"timegate_uri": 
"http://localhost:1208/timegate/http://matkelly.com"}
!meta {"timemap_uri": {"link_format": 
"http://localhost:1208/timemap/link/http://matkelly.com", "json_format": 
"http://localhost:1208/timemap/json/http://matkelly.com", "cdxj_format": 
"http://localhost:1208/timemap/cdxj/http://matkelly.com"}}
20060514123511 {"uri": 
"http://web.archive.org/web/20060514123511/http://www.matkelly.com:80/", 
"rel": "first memento", "datetime": "Sun, 14 May 2006 12:35:11 GMT"}
20060516213852 {"uri": 
"http://web.archive.org/web/20060516213852/http://www.matkelly.com/", 
"rel": "memento", "datetime": "Tue, 16 May 2006 21:38:52 GMT"}
...
20180128152125 {"uri": 
"http://web.archive.org/web/20180128152125/http://matkelly.com", "rel": 
"memento", "datetime": "Sun, 28 Jan 2018 15:21:25 GMT"}
20180319141920 {"uri": 
"http://web.archive.org/web/20180319141920/http://matkelly.com/", "rel": 
"last memento", "datetime": "Mon, 19 Mar 2018 14:19:20 GMT"}

See Alam, “CDXJ: An Object Resource Stream Serialization Format”, 2015

MAIN POINTS

Link, CDXJ, and JSON TimeMaps:
Multiple formats to express same information 

Link syntax is not expandable:
They were meant to be displayed in a constrained environment 

(in HTTP Link headers)

http://ws-dl.blogspot.com/2015/09/2015-09-10-cdxj-object-resource-stream.html


● Bridges gap between live and 
archived Webs

● Leverages Memento aggregator’s 
capability, returns TimeMaps

● Indicates # of captures for a
URI while you browse

● Provides navigation of mementos  
while browsing live Web

● Single-click submission of URI-R to 
multiple Web archives

: visual user interaction with aggregators

46
* Kelly et al., “Mink: Integrating the Live and Archived Web Viewing Experience Using Web Browsers and Memento”, JCDL 2014
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● Introduction/Motivation
● Background
● Preliminary Research
● Proposed Framework
● Evaluation Plan
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1. JCDL 2012 - WARCreate
2. TPDL 2013 - Change in Archivability
3. DLib 2013 - Method for Identifying
4. JCDL 2014 - Mink
5. JCDL 2014 - Archival Acid Test
6. JCDL 2014 - Not All Mementos
7. IJDL 2015 - Impact of JavaScript
8. IJDL 2015 - Not All Mementos
9. JCDL 2015 - Mobile Mink

10. JCDL 2016 - InterPlanetary Wayback (ipwb)
11. TPDL 2016 - ipwb extended
12. JCDL 2017 - WAIL Electron
13. JCDL 2017 - ServiceWorker Replay
14. JCDL 2017 - Impact of Canonicalization
15. JCDL 2018 - ArchiveNow
16. JCDL 2018 - Replay Banners
17. JCDL 2018 - A Framework...

Preliminary Research

Preserve everything you see!

RQ1: What sort of content is difficult to capture and replay for 
preservation from the perspective of a Web browser?

RQ2: How do Web browser APIs compare in potential 
functionality to the capabilities of archival crawlers?
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Preliminary Research

Which things are hard to preserve?

RQ1: What sort of content is difficult to capture and replay for 
preservation from the perspective of a Web browser?
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Preliminary Research

Some preserved things are personalized

RQ2: How do Web browser APIs compare in potential 
functionality to the capabilities of archival crawlers?
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14. JCDL 2017 - Impact of Canonicalization
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16. JCDL 2018 - Replay Banners
17. JCDL 2018 - A Framework...

Preliminary Research

Bridge live and archived Web
Provides a seamless viewing experience

RQ2: How do Web browser APIs compare in potential 
functionality to the capabilities of archival crawlers?

RQ5: How can Memento aggregators indicate that private 
Web archive content requires special handling to be 
replayed, despite being aggregated with publicly available 
Web archive content?
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Preliminary Research

How well do archiving tools perform?

RQ1: What sort of content is difficult to capture and replay for 
preservation from the perspective of a Web browser?
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Preliminary Research

Not all missing resources are created equal

RQ1: What sort of content is difficult to capture and replay for 
preservation from the perspective of a Web browser?

BEST STUDENT PAPER AWARD
at JCDL 2014



A Framework for Aggregating Public and Private Web Archives
February 14, 2019
Mat Kelly

1. JCDL 2012 - WARCreate
2. TPDL 2013 - Change in Archivability
3. DLib 2013 - Method for Identifying
4. JCDL 2014 - Mink
5. JCDL 2014 - Archival Acid Test
6. JCDL 2014 - Not All Mementos
7. IJDL 2015 - Impact of JavaScript
8. IJDL 2015 - Not All Mementos
9. JCDL 2015 - Mobile Mink

10. JCDL 2016 - InterPlanetary Wayback (ipwb)
11. TPDL 2016 - ipwb extended
12. JCDL 2017 - WAIL Electron
13. JCDL 2017 - ServiceWorker Replay
14. JCDL 2017 - Impact of Canonicalization
15. JCDL 2018 - ArchiveNow
16. JCDL 2018 - Replay Banners
17. JCDL 2018 - A Framework...

Preliminary Research

Missing JavaScript has big ramifications

RQ1: What sort of content is difficult to capture and replay for 
preservation from the perspective of a Web browser?
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Preliminary Research

Is the metric for missing resources
applicable across Web?

RQ1: What sort of content is difficult to capture and replay for 
preservation from the perspective of a Web browser?
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1. JCDL 2012 - WARCreate
2. TPDL 2013 - Change in Archivability
3. DLib 2013 - Method for Identifying
4. JCDL 2014 - Mink
5. JCDL 2014 - Archival Acid Test
6. JCDL 2014 - Not All Mementos
7. IJDL 2015 - Impact of JavaScript
8. IJDL 2015 - Not All Mementos
9. JCDL 2015 - Mobile Mink

10. JCDL 2016 - InterPlanetary Wayback (ipwb)
11. TPDL 2016 - ipwb extended
12. JCDL 2017 - WAIL Electron
13. JCDL 2017 - ServiceWorker Replay
14. JCDL 2017 - Impact of Canonicalization
15. JCDL 2018 - ArchiveNow
16. JCDL 2018 - Replay Banners
17. JCDL 2018 - A Framework...

Preliminary Research

Recoupled mobile and desktop archived Webs

RQ2: How do Web browser APIs compare in potential 
functionality to the capabilities of archival crawlers?

BEST POSTER AWARD
at JCDL 2015
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1. JCDL 2012 - WARCreate
2. TPDL 2013 - Change in Archivability
3. DLib 2013 - Method for Identifying
4. JCDL 2014 - Mink
5. JCDL 2014 - Archival Acid Test
6. JCDL 2014 - Not All Mementos
7. IJDL 2015 - Impact of JavaScript
8. IJDL 2015 - Not All Mementos
9. JCDL 2015 - Mobile Mink

10. JCDL 2016 - InterPlanetary Wayback (ipwb)
11. TPDL 2016 - ipwb extended
12. JCDL 2017 - WAIL Electron
13. JCDL 2017 - ServiceWorker Replay
14. JCDL 2017 - Impact of Canonicalization
15. JCDL 2018 - ArchiveNow
16. JCDL 2018 - Replay Banners
17. JCDL 2018 - A Framework...

Preliminary Research

Personal archives are more resilient
when propagated

RQ4: How can content that was captured behind 
authentication signal to Web archive replay systems that it 
requires special handling?

RQ6: What kinds of access control do users who create 
private Web archives need to regulate access to their 
archives?
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Preliminary Research

How much does it cost to have
resilient personal archives?

RQ4: How can content that was captured behind 
authentication signal to Web archive replay systems that it 
requires special handling?

RQ6: What kinds of access control do users who create 
private Web archives need to regulate access to their 
archives?
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Preliminary Research

Archive from the desktop
With higher fidelity than institutions

RQ2: How do Web browser APIs compare in potential 
functionality to the capabilities of archival crawlers?
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Preliminary Research

Replay the archived Web
using modern URI resolution

RQ2: How do Web browser APIs compare in potential 
functionality to the capabilities of archival crawlers?
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Preliminary Research

URI coalescence considered harmful for archives

RQ3: What issues exist for capturing and replaying content 
behind authentication?

BEST POSTER AWARD
at JCDL 2017
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Preliminary Research

Create & Submit archives through CLI
and local WARC generation

RQ1: What sort of content is difficult to capture and replay for 
preservation from the perspective of a Web browser?
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Preliminary Research

Enable archival navigation on replay
to be more extensible

RQ1: What sort of content is difficult to capture and replay for 
preservation from the perspective of a Web browser?

RQ2: How do Web browser APIs compare in potential 
functionality to the capabilities of archival crawlers?



1. JCDL 2012 - WARCreate
2. TPDL 2013 - Change in Archivability
3. DLib 2013 - Method for Identifying
4. JCDL 2014 - Mink
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6. JCDL 2014 - Not All Mementos
7. IJDL 2015 - Impact of JavaScript
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Preliminary Research

Preliminary research aggregating private and public 
Web archives

RQ3: What issues exist for capturing and replaying content 
behind authentication?
RQ4: How can content that was captured behind 
authentication signal to Web archive replay systems that it 
requires special handling?
RQ5: How can Memento aggregators indicate that private 
Web archive content requires special handling to be 
replayed, despite being aggregated with publicly available 
Web archive content?
RQ6: What kinds of access control do users who create 
private Web archives need to regulate access to their 
archives?

BEST PAPER AWARD FINALIST
at JCDL 2018 64
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● Introduction/Motivation
● Background
● Preliminary Research
● Proposed Framework
● Evaluation Plan



Proposed Framework
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(for aggregating private and public Web archives)
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Proposed Framework
● Archival negotiation beyond time
● Query precedence & short-circuiting
● Mementities

67



Archival Negotiation Beyond Time

PROPOSED FRAMEWORK

68



More Expressive TimeMaps
● Memento Quality (e.g., Damage)1

● How Many Captures?2

● How Many Are Identical?2,3

● Other Attributes of Mementos...

69

1 Brunelle et al., JCDL 2014, IJDL 2015
2 Kelly et al., JCDL 2017
3 AlSum and Nelson, ECIR 2014
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Additional TimeMap Attributes

Content-based Attributes

Derived Attributes

Access Attributes

70
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TimeMap Enrichment: Content-Based Attributes
● Status Code1

● Content-Digest
○ In WARC & CDX
○ Not all archives expose CDX

● Would allow more info about 
mementos without requiring 
comprehensive dereferencing

71

1 Kelly et al., “Impact of URI Canonicalization on Memento Count”, JCDL 2017, arXiv 1703.03302
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● Thumbnails (e.g, via SimHash)1

○ Calculation based on root memento’s HTML

● Memento Damage (JCDL 2014, IJDL)2

○ Requires dereferencing embedded resources

TimeMap Enrichment: Derived Attributes

72

1 AlSum and Nelson, Thumbnail Summarization Techniques for Web Archives, ECIR 2014, pp. 299-310.
2 Brunelle et al.,  “The Impact of JavaScript on Archivability,” IJDL, 17(2), pp. 95-117. January 2016.

apple.com, many duplicate mementos!



How to distinguish

Private captures
from

Public captures
in a TimeMap?

TimeMap Enrichment: Access Attributes

first
memento mementomemento

......

......

timemap timemap timemap

TimeMapURI-T
T

URI-T
T1

URI-T
T

URI-T
Tt

URI-M
1

URI-M
m

URI-M
n

URI-G
G

URI-R
R

URI-M
m+1

last
memento

...
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RQ5: How can Memento aggregators 
indicate that private Web archive content 
requires special handling to be replayed, 
despite being aggregated with publicly 
available Web archive content?
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TimeMap Enrichment - in a CDXJ TimeMap

74

19981212013921 {
  "uri": "http://localhost:8080/20101116060516/http://facebook.com/",
  "rel": "memento",
  "datetime": "Tue, 16 Nov 2010 06:05:16 GMT",
  "status_code": 200,
  "digest": "sha1:LK26DRRQJ4WATC6LBVF3B3Z4P2CP5ZZ7",
  "damage": 0.24,
  "simhash": "6551110622422153488",
  "content-language": "en-US",
  "access": {
     "type": "Blake2b",
     "token": "c6ed419e74907d220c69858614d86...ef0a3a88a41"
  }
}

Line breaks added for clarity, CDXJ records occupy a single line

Content-based attributes Derived Attributes Access Attributes



TimeMap
+

Enrichment with Additional Attributes
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“StarMap”



Query Precedence
- and -

Short Circuiting

PROPOSED FRAMEWORK
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Query Precedence

77

“Check my archive first, then Carol’s, then all 
public archives.”

1

2

3 3

● More control of querying in series and parallel

See Atkins’, “Paywalls in the Internet Archive”, March 2018

http://ws-dl.blogspot.com/2018/03/2018-03-15-paywalls-in-internet-archive.html
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1
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“Check my archive first, then Carol’s, then all 
public archives.”

1

2

3 3

● More control of querying in series and parallel

See Atkins’, “Paywalls in the Internet Archive”, March 2018

http://ws-dl.blogspot.com/2018/03/2018-03-15-paywalls-in-internet-archive.html


Query Short-Circuiting

81

“Check private archives first. Iff you find no 
captures, only then check the public archives.

1

1

2 2

● May give priority to archive relevancy.
● Series halt when threshold met.



Query Short-Circuiting
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“Check private archives first. Iff you find no 
captures, only then check the public archives.

1

1

2 2

● May give priority to archive relevancy.
● Series halt when threshold met.



Mementies
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Mementities
● Memento + Entity (entity term already overused)

84

Time
Gate

Introduced in this Framework Conventional Memento

Mementities
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Memento Meta-Aggregator (MMA)
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functional

⊇
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MMA: Archive Selection
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MMA: User-Driven Archival Specification

88

✓✓
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MMAα: 
    from MA2, MA1 and WA6

MMAβ:
    from WA7 and WA8

MMAγ: 
    from MMAβ, MA5, and WA1

89

MMA Aggregation sources
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● Personal Archive Aggregation

● MMA Chaining

● Client-Side Aggregation Preference

MMA Dynamics By-Example

90

ALICE

BOB

CAROL

MALCOLM



MMA Dynamics - Personal Archive Aggregation

91

FB bank flickrbbc homepage

Public videos

Personal Archive Aggregation



Alice Saves the Web

92Personal Archive Aggregation



Alice Wants to See Her Captures Temporally Inline

93

at tA

at tD→Z

Personal Archive Aggregation



Mementity Dynamics - Alice & Her Archives (WAA)

94Personal Archive Aggregation



→{           }

Alice Deploys MMAA

95



Carol Asks MMAA for CNN

96

→{           }

MMA Chaining



MMAA returns CNN Memento {MA, MIA}

97

→{           }→{           }

MMA Chaining



Carol Wants to Aggregate Her Own Captures

98

→{           }

at tC

at tD→Z,A

→{           }
(M(WAC))

MMA Chaining



Carol Creates MMAC to Access WAC and MMAA
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→{           }→{           }

→{                    }

MMA Chaining



Carol Asks MMAC For CNN
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→{           }→{           }

→{                    }

MMA Chaining



MMAA returns CNN Memento {MA, MIA,MC}

101

→{           }→{           }

→{                    }



Client-Side Aggregation Preference

Bob May Request M(CNN) From MMAA or MMAC

102

→{           }→{           }

→{                    }



Client-Side Aggregation Preference

Bob Prefers to Exclude IA Captures

103

✓✓

...and does not want to setup his own MMA



Client-Side Aggregation Preference

GET /archives/

Bob Requests Supported Archives

104

→{                    }



Client-Side Aggregation Preference

Bob Customizes the Set in the JSON

105

→{                    }

✓✓



Bob Requests CNN for His Custom Set

106

→{                    }

(         )

Client-Side Aggregation Preference



Client-Side Aggregation Preference

MMA Complies or Ignores Preference

107

→{                    }

→{                             }

✓
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Hooray, Aggregation!
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!
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Hooray, Aggregation!
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HTTP 401

Consult URI-P

✓

RQ4: How can content that was captured behind authentication 
signal to Web archive replay systems
that it requires special handling?



Private Web Archive Adapter (PWAA)
● Auth Layer for to encourage Private 

Web archive aggregation

● Typical OAuth 2.0 flow

● Auth role cohesive to PWAA

● Persistent access through tokenization

111

RQ6: What kinds of access control do users who create 
private Web archives need to regulate access to their 
archives?



PWAA - Sharing Tokens
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RQ6: What kinds of access control do users 
who create private Web archives need to 
regulate access to their archives?



PWAA - Previously Authorized
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PWAA - Unauthorized Request
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PWAA - Sharing Tokens

115

RQ6: What kinds of access control do users 
who create private Web archives need to 
regulate access to their archives?



Alice Passes Associative Token to MMA

116

RQ5: How can Memento aggregators indicate that private Web archive 
content requires special handling to be replayed, despite being aggregated 
with publicly available Web archive content?



MMA requests URI-R...

117

...relays token where applicable

RQ5: How can Memento aggregators indicate that private Web archive 
content requires special handling to be replayed, despite being aggregated 
with publicly available Web archive content?



Private Archive Validates with PWAA

118

RQ5: How can Memento aggregators indicate that private Web archive 
content requires special handling to be replayed, despite being aggregated 
with publicly available Web archive content?



PWAA Confirms Token
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RQ5: How can Memento aggregators indicate that private Web archive 
content requires special handling to be replayed, despite being aggregated 
with publicly available Web archive content?



Private Archive Returns Captures
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RQ5: How can Memento aggregators indicate that private Web archive 
content requires special handling to be replayed, despite being aggregated 
with publicly available Web archive content?



MMA Aggregates, Associates Token
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RQ5: How can Memento aggregators indicate that private Web archive 
content requires special handling to be replayed, despite being aggregated 
with publicly available Web archive content?
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⊆StarGate

● Content negotiation in Web archives beyond time
● “Star” ~ wildcard (*) → any dimension of negotiation
● Allow for queries like: Only show me mementos…

○ That are not redirects (content-based attribute HTTP Status ≠ 3XX)
○ Of a sufficient quality (derived attribute Memento Damage < 0.4)
○ Are from personal Web archives (access attribute indicate 

Facebook.com memento is not a login page)

123

Time
Gate

functional



Implicit Filtering via MMA or Directly (a la TG)

124

→{                    }

→{                             }

✓
filtering

filtering
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Negotiation in the Privacy Dimension
(via short circuiting)

125

Get URI-Ms for URI-R only from 
personal Web archives
privateOnly

1

4

2

3

ACCESS ATTRIBUTE
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Negotiation on Content-Based or Derived 
Attributes
(with response filtering) Retrieved StarMap

126

Get URI-Ms for URI-R of good 
quality that are unique
MD < 0.25, unique(simhash)

Abbreviated StarMap 
with filtering applied

1

1

2

3

DERIVED ATTRIBUTE

CONTENT-BASED 
ATTRIBUTE &
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Outline
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● Introduction/Motivation
● Background
● Preliminary Research
● Proposed Framework
● Evaluation Plan
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Framework Evaluation
● Evaluation of mementity design decisions
● Costs of more expressive TimeMaps (StarMaps) and

Link header enrichment
● Evaluation through implementation

128
EVALUATION:  Design/Practicality •  Enrichment costs • Implementation
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Evaluation of Mementity Design Decisions
● Effectiveness in resolving initial use cases and 

access patterns
● “It was there yesterday, where did it go?”
● “Save this, but only for me.”
● “I want to share this but control who can see it.”

129
EVALUATION:  Design/Practicality •  Enrichment costs • Implementation
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Costs of more expressive TimeMaps (StarMaps)
and Link header enrichment
● Computational:

○ Mostly server-side, potential to further leverage client

● Temporal
○ Required on variant generation

● Spatial
○ Permutation variant storage

● Access
○ Variant negotiation

130
EVALUATION:  Design/Practicality •  Enrichment costs • Implementation



Evaluation Through Implementation
Extend for client-side 
archival specification

131

Exhibit features of an
MMA

extend

extend

Facilitate archival 
negotiation in more 
dimensions

Regulate access to
Private Web archives

create

create

EVALUATION:  Design/Practicality •  Enrichment costs • Implementation
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RQ1: What sort of content is difficult to capture and replay for preservation from the perspective 
of a Web browser?
RQ2: How do Web browser APIs compare in potential functionality to the capabilities of archival 
crawlers?
RQ3: What issues exist for capturing and replaying content behind authentication?
RQ4: How can content that was captured behind authentication signal to Web archive replay 
systems that it requires special handling?
RQ5: How can Memento aggregators indicate that private Web archive content requires special 
handling to be replayed, despite being aggregated with publicly available Web archive content?
RQ6: What kinds of access control do users who create private Web archives need to regulate 
access to their archives?

Research Questions

134



User Access Patterns
● Pattern 1: Single archive access
● Pattern 2: Aggregation of multiple Web archives
● Pattern 3: Aggregator chaining
● Pattern 4: Aggregation with authentication
● Pattern 5: Aggregation including a hybrid public-private archive
● Pattern 6: Aggregation with filtering via MMA interaction
● Pattern 7: Aggregation with filtering via SG interaction

135

Contribution beyond proposal
Pre-existing archival usage



136

CDXJ: An Alternative TimeMap Format

Link (RFC 7089) TimeMap CDXJ TimeMap

Original URI (URI-R) Other TimeMaps (URI-Ts) TimeGate (URI-G) Relative Relations

<http://matkelly.com>; rel="original",
<http://localhost:1208/timemap/link/http://matkelly.com>; 
rel="self"; type="application/link-format",
<http://web.archive.org/web/20060514123511/http://www.mat
kelly.com:80/>; rel="first memento"; datetime="Sun, 14 
May 2006 12:35:11 GMT",
<http://web.archive.org/web/20060516213852/http://www.mat
kelly.com/>; rel="memento"; datetime="Tue, 16 May 2006 
21:38:52 GMT",
...
<http://web.archive.org/web/20180128152125/http://matkell
y.com>; rel="memento"; datetime="Sun, 28 Jan 2018 
15:21:25 GMT",
<http://web.archive.org/web/20180319141920/http://matkell
y.com/>; rel="last memento"; datetime="Mon, 19 Mar 2018 
14:19:20 GMT",
<http://localhost:1208/timemap/link/http://matkelly.com>; 
rel="timemap"; type="application/link-format",
<http://localhost:1208/timemap/json/http://matkelly.com>; 
rel="timemap"; type="application/json",
<http://localhost:1208/timemap/cdxj/http://matkelly.com>; 
rel="timemap"; type="application/cdxj+ors",
<http://localhost:1208/timegate/http://matkelly.com>; 
rel="timegate"

!context ["http://tools.ietf.org/html/rfc7089"]
!id {"uri": "http://localhost:1208/timemap/cdxj/http://matkelly.com"}
!keys ["memento_datetime_YYYYMMDDhhmmss"]
!meta {"original_uri": "http://matkelly.com"}
!meta {"timegate_uri": 
"http://localhost:1208/timegate/http://matkelly.com"}
!meta {"timemap_uri": {"link_format": 
"http://localhost:1208/timemap/link/http://matkelly.com", "json_format": 
"http://localhost:1208/timemap/json/http://matkelly.com", "cdxj_format": 
"http://localhost:1208/timemap/cdxj/http://matkelly.com"}}
20060514123511 {"uri": 
"http://web.archive.org/web/20060514123511/http://www.matkelly.com:80/", 
"rel": "first memento", "datetime": "Sun, 14 May 2006 12:35:11 GMT"}
20060516213852 {"uri": 
"http://web.archive.org/web/20060516213852/http://www.matkelly.com/", 
"rel": "memento", "datetime": "Tue, 16 May 2006 21:38:52 GMT"}
...
20180128152125 {"uri": 
"http://web.archive.org/web/20180128152125/http://matkelly.com", "rel": 
"memento", "datetime": "Sun, 28 Jan 2018 15:21:25 GMT"}
20180319141920 {"uri": 
"http://web.archive.org/web/20180319141920/http://matkelly.com/", "rel": 
"last memento", "datetime": "Mon, 19 Mar 2018 14:19:20 GMT"}

See Alam, “CDXJ: An Object Resource Stream Serialization Format”, 2015

http://ws-dl.blogspot.com/2015/09/2015-09-10-cdxj-object-resource-stream.html
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Private & Public Archives May Differ for the Same 
URI
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Should Public Archives Really Capture the Private 
Web?
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