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Who | Am

e PhD Candidate (ADB) of Computer Science
e Defending Dissertation in 2019
e Floridian moving progressively Northward
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My Research Topic

e Personal, Private, and Public Web archiving
e Technical perspective involving standards
e Tool Builder to support research

o Often with a solution seeking a problem

Mat Kelly
PSU Seminar: On Tool Building and Evaluation of the Archived Web February 13, 2019 @machawk1



The Origin Topic

e Started off researching wireless sensor networks
e Focus: distributed emergency detection
e Exploratory NesC trilateration implementation

https://github.com/machawk1/alert-codebase

Mat Kelly
PSU Seminar: On Tool Building and Evaluation of the Archived Web February 13, 2019 @machawk1



Shift Topics & Labs with My PhD Advisor

(Dr. Michele C. Weigle)
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Web Archives? Like Internet Archive?

e Saving pages on the Web of today
o For exploration and research later
e The Archived Web: A Culturally significant resource
e The Internet Archive (lA) started saving the Web in 1996

But there are other institutional, public archiving efforts beyond IA

Mat Kelly
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PSU.edu of the past

What did psu.edu look like
in the past?
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Multiple archival efforts (3 of many)

archive.today

webpage capture

Mat Kelly 9
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First brush with Web Archiving beyond IA

e Tasked to revamp and maintain ArchiveFacebook
o Mozilla Firefox extension/add-on

e Provided mechanism to allow preservation of user’'s Facebook contents
e Created browser-accessible cache of FB web pages

“‘Replay” Ul

5 BEGGIVEEEE Tools  Help

Bn| B Archive Al I ] bofile wall

— w Showin Sidebar Alt+K ® Limit Number of Unroll archivefb x |
FOI Unroll Until End ’A Full Text Search £ ’
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Photos i
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Archive (7/15/2011)




Data Liberation vs. WYSIWYG

Facebook Native Profile Download

Profile

Wall
Phatos
Friends
Notes

Messages

Mat Kelly

Sex:

Birthday:
Relationship Status:
Family:

Email:

Facebook Profile:

Male
11/16/1982
Married - Melissa Kelly

Jennifer Kelly Price (sister)
Melissa Kelly (sister)

Michele Glaser Kelly (mother)
Jill Craver (cousin)

Elle Craves (cousin)

Craver Is Jesus (cousin)
Steve Glaser (cousin)

Kevin Glaser (uncle)

Sharon Robhins Glaser (aunt)
Carol Bartol (aunt)

Eileen Kelly (grandmother)
Joyce Baker (aunt)

Kelly Baker (cousin)

Brian Kelly {uncle)

Renee Kelly Scarzafava (cousin)
Rehecca Stage (cousin)
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Research Software Beyond my Use Case

Rapid prototyping
Public releases of software
Open source, permissively licensed (GPL or MIT)

Rationales for Tool Build:

o Data generation for further experimentation

o Medium melding and merging (e.g., live & archived Web)
o Exploration on the dynamics of previously unpreserved

Mat Kelly
PSU Seminar: On Tool Building and Evaluation of the Archived Web February 13, 2019 @machawk1
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Lessons Learned

Site-specific scrapers are fragile —Jeg. @F] UG vmToAnioy
Little guidance on the Web on Archival Tool Building
Testing was ad hoc and laborious (moving target) but effective

Matthew Ryan Kelly
B.S. June 2006, University of Florida

Created Framework for MS Thesis O D e o

o Made these sort of tools more robust and adaptive

COMPUTER SCIENCE

OLD DOMINION UNIVERSITY
August 2012

Approved by

Michele C. Weigle (Director)

Michael L. Nelson (Member )

Yaohang Li (Member)

Mat Kelly
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ite-Agnostic Preservation

e Preserve everything you see!
Created files that adhere to standard

1ISO28500 (Web ARChive) format

Enable individuals to preserve any Web page
from their browser

github.com/machawkl/warcreate

. 7 A R W yb k C bl A'R'

0 >
Libraries (JCDL). June 201 | | i
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WARCreate - Create Wayback-Consumable WARC Files
from Any Webpage

Mat Kelly
Department of Computer Science
Old Dominion University
Norfolk, Virginia
mkelly@cs.odu.edu

ABSTRACT

The Iterner Arehive’s Wayback Machine is the most com-
mon way that ical users interact with web archives, The
Internet. Archive uses the Heritrix woly crawler to trans-
form pages on the publicly availablo web i Web ARChive
(“’ARC) files, which can then be accessed using the Wa
back Machine. Because Heritrix can ouly access the pulb-
liely available web, many personal pages (e.g., password-
protected pages, social media pages) cannot ba casily archived
o the standard WARC format. We have croned CGoogle
Chirome cxtension, WARCreate, that alloys o user to create
& WARG file from any webpage. Using this tool, content
that might have been otherwise lost in time can be archived
In a standard format by any user. This ol provides a way
for casual users 1o easily create archives of personal online
content. This is one of the first steps in Tesolving issues of
Jong term storage, maintenance, and acocss of personal dig-
al assets that have emotional, intcllocty. and historical
value to individuals” [3)

Categories and Subject Descriptors

H.34 [Information Storage and Retrievall: Systems
and Software; H.3.7 [Digital Libraries]: Personal Wel,
Archiving

General Terms

Design
Keywords

Personal Web Archiving, Wa;

chine, Tnternet Archive

1. T TRODUCTION o A A
The Liternet Archive, along . ON Digital Libraries
braries and institutions, has done a remarkable job at archiv-
ing the public web, But 10 recent years, the web has become
a home for a significant amount of original user-gencrated
content, such as that posted on social media sites. Users
are becoming increasingly aware of the nced for personal
web archiving [4, 5. Unfortunatel his content is largely
unavailable to standard web archi because it lives behind
the “walled garden” of authentication and is part of the “decp

Copyrightis held by the author/owner(s),
JEDL12, June 10-14, 2012, Washington, D, USA
ACM 978-1-4503-1154-0/1 /03,

February 13, 2019

ACM/IEEE - CS Joint Conference

Michele C. Weigle
Department of Computer Science
Old Dominion University
Norfolk, Virginia
mweigle@cs.odu.edu

web” [1]. Our goal is to allow users, once Past authentica-
fion, to generate their own archives that can, be browse-able
in a user-friendly manner

The Internet Archive's Way back Machine is the most well-
known interface for accessing wel archives. The archived
Pages are stored in the standard Wel ARChive (WARC) for-
mat [2] and are generated by the Heritrix! crawler. Unfortu-
nately, Heritrix is limited to crawling only publicly accessi-
ble pages, so many personal pages (e.g.. password-protected
hages, social media pages) cannot be casily archived In ad-
dition, for pages that are location or eT-agent aware, the
rorsion archived at Tnternet Archive is the one that g Her-
itrix crawler (run from San Francisco) sces. For example, the
most recently available version? of http:/ /www.craigslist .org
redirects to http://sfbay. Taigslist.org,

[ an effort to facilitate the use of the standard WARC
format for porsonal web archives, we haye developed a tool
to allow a user to archive Aany page, edit its metadata, and
submit it o an instance of the Wayback Machine (from here
on referred to as Wayback).

2. WARCREATE
WARCreate® is an extension for the Google Chrome wel
browser that allows a user to gencrate 5 WARC file from the
gurrent webpage. In addition to creating a valiq WARC that
can be viewed in Wayback, the extensipn provides options
! address privacy concerns (e.g., a ugor might want the

pi

tha ; v
#preserving #linking #using #sharing 1), potential bleed over (e.g., two

‘ontent at hitp: / /facebook. com),
not be relevant to conventional
«d by Heritrix and the Internct

o the current webpage, the user
sion’s icon in the addry s bar and
VARC button (sce Figure 1), The
the resources (including exterpal
Seripts, CSS and images) and HTTP headone normally used
by the web browser to gencrate a webp ge and adds meta-
data (the warcinfo records) to generate a WARC file that
conforms to the standard’s specification (Figure 2). Adher-
cence to the specification allows the WARC to be read by
Wayback.

When the compilation of the WARC file is complete, the
file is downloaded to the local file system. The browser ex-

archive ji ;x;’wiki/di:play/HerJLrix/Hc!itrix

‘Iup

‘webarchi
2Archived on July 25, 2011

*http:/ /matkel y.

com/warcreate

Mat Kelly
@machawk1
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WARCreate

e Extension for Google Chrome
o Predated WebExtensions standard API
e Easy usage:
o One-click, current webpage — WARC
e Acts as a “buffer” until commanded
to create WARC

github.com/machawkl/warcreate

PSU Seminar: On Tool Building and Evaluation of the Archived Web
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Archiving the Previously Unarchivable

e Target audience are for users
that won’t go to CLI

e Leveraging browser medium was novel
and facilitated consistency

Other Unpreserved
Web Content

Accessible to WARCreate

(Previously not Preserved)

Accessible

to Heritrix W
| |a| Media Co
Preserve
\ facebook

16
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Initial limitations

e Interacting with the File System was Limited
o This was pre-HTML 5 File AP

e |Initial idea was to have Server-Side replay to also mitigate file limitations
o  This spun off “Web Archiving Integration Layer”

e As File APIs evolved, a “Server” was no longer needed for WARC generation

Mat Kelly 17
PSU Seminar: On Tool Building and Evaluation of the Archived Web February 13, 2019 @machawk1



High Level Overview of WARC format

Concatenated records consisting of:

e \WARC Headers

e WARC Payload
o HTTP Headers
o HTTP Payload

Information on HTTP request, response,
DNS, metadata, general resources

PSU Seminar: On Tool Building and Evaluation of the Archived Web

WARC header

HTTP payload block

[ NN UNREGISTERED

20160907003819654.warc %

& 20160907003819654.warc

52 WARC/1.0

53 WARC-Type: response

54 WARC-Target-URI: http://ipwb.example.com/

55 WARC-Date: 2016-09-07T00:38:19Z

56  WARC-Record-ID: <urn:uuid:1e3907a9-2e5c-9981-6a92-964a465d998e>
57 Content-Type: application/http; msgtype=response
Content-Length: 800

block

60 HTTP/1.1 200 OK

61 Host: ipwb.example.com

62 Connection: close

63 Content-Type: text/html; charset=UTF-8
64 Content-Length: 666

66  <html><head>

67 <title>InterPlanetary Wayback</title>

68 <link rel="stylesheet" type="text/css" href="style.css">

69  </head>

70  <body>

71 <h1>This is site for Space Dog</hl>

72 <img src="yuri.jpg">

73 <p>InterPlanetary Wayback (ipwb) facilitates permanence and collabg

</body></html>

78  WARC/1.0

79  WARC-Type: request

80  WARC-Target-URI: http://ipwb.example.com/style.css

81 WARC-Date: 2016-09-07T00:38:19Z

82  WARC-Concurrent-To: <urn:uuid:2d315ccl-a34d-3945-c5d9-ab4c7acl3fe6.
83  WARC-Record-ID: <urn:uuid:5al49la6-f5be-d75e-25bd-6650c69a7182>

Line 91, Column 14 Tab Size: 4 Plain Text
Mat Kelly 18
February 13, 2019 @machawk1



WAIL

Web Archiving Integration Layer (WAIL) A

WEB

ARCHIVING
INTEGRATION LAYER

e Written in Python, compiled to native application
o initially OS X, Windows, and Linux
e Bundled and preconfigured “Institutional Grade” archiving tools

o Heritrix (archival grade Web crawler)
o OpenWayback (Web archive replay system) &

e Again, simple interfaces to facilitate usage

Web Archiving Integration Layer

m Advanced

URL:  http:f/fcnn.com

View Archive Check Archived Status W

< -OpenWayback
Public archives: 5117 mementos available from 5 archives

B v
RIIRIA

Mat Kelly 19
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Software that uses WARCs

Writers/Crawlers Readers/Replay Engines

<; OpenWayback
pywb

” 7
WARCreat &
reate |PWb

GNU Woet

Mat Kelly 20
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|IA’'s Web Archives, stored in

ARCHIVE

WARCSs, use same tools

® © ® [ wayback Machine x 4+
< C @ Not Secure | web.archive.org
ABOUT CONTACT BLOG PROJECTS HELP DONATE  JOBS
INTERNET ARCHIVE Explore more than 347 billion web pages saved over time

(WauRaehMachng

Ib

a % @ :

ASGNIN

VOLUNTEER

PEOPLE

INTERNET

Find the Wayback Machine useful? [IERIZIEN

nwayback

Tools Save Page Now

k 'E i Subscription

Service

PSU Seminar: On Tool Building and Evaluation of the Archived Web

Wayback Machine Availability API
Build your own tools.

WordPress Broken Link Checker
Banish broken links from your
blog.

404 Handler for Webmasters
Help users get where they were
going.

February 13, 2019

Archive-It enables you to capture,
manage and search collections of
digital content without any
technical expertise or hosting
facilities.Visit Archive-lt to build
and browse the collections.

https://
SAVE PAGE
Capture a web page as it appears

now for use as a trusted citation in
the future.

silable for stes t

Mat Kelly
@machawk1
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Studying the Archived Web
Beyond Tools and Formats



Study of Archiving Difficulties

e An initial examination of large Web archives

o cf.live Web

e \Which things are hard to preserve?

Mat Kelly, Justin F. Brun '
’ . elle, Michele C. Wei i
Change i yahili o . Weigle, and Michael L. «
ge in Archivability of Websites Over Time,” In Proceedings 'c\)lfe :flgr]l’r\tgrn ﬂt]'e
national

Conference on Theory a i
nd P igital Librari
op. 35-47 ry ractice of Digital Libraries (TPDL). September 2013

)

On the Change in Archivability of ‘Websites
Over Time

Mat Kelly, Justin F. Brunelle, Michele C. Weigle, and Michael L. Nelson

0Old Dominion University, Department of Computer Science
Norfolk VA, 23529, USA
{mkelly, jbrunelle, mweigle,mln}@cs. odu.edu

Abstract. As web technologies evolve, web archivists work to keep up
so that our digital history is preserved. Recent advances in web technolo-
gies have introduced client-side executed scripts that Joad data without
a referential identifier or that require user interaction (e.g., content load-
ing when the page has scrolled). These advances have made automating
methods for capturing web pages more difficult. Because of the evolving
schemes of publishing web pages along with the progressive capability of
web preservation tools, the archivability of pages on the web has varied
over time. In this paper we show that the archivability of a web page
can be deduced from the type of page being archived, which aligns with
that page’s accessibility in respect to dynamic content. We show concrete
examples of when these technologies were introduced by referencing me-
mentos of pages that have isted through a long evolution of available
technologies. Identifying these reasons for the inability of these web pages
to be archived in the past in respect to accessibility serves as a guide for
ensuring that content that has longevity i published using good practice
methods that make it available for preservation.

Keywords: Web Archiving, Digital Preservation

1 Introduction

The web has gone through a gradient yet demarcated series of phases in which
interactivity has become o ly websites were static.
Adoption of JavaScript allor R /eb page to respond to
users’ actions or be manipul > page more usable. Ajax

[9] combines multiple web te 5 the ability to perform
operations asyn(:ln‘ouously. B b developers facilitated
the fluidity of user interactio ohase in the progression
of the web, the ability to p s to the user has also
progressed but in a less line:

A large amount of the d ems from the crawler’s
insufficient ability to captun ipt. Because JavaScript
is executed on the client side er the page has Joaded),

it should follow that the archivability could be evaluated using a consistent re-
play mediwm. The medium used to archive (normally a web crawler tailored
for archiving, €.g.; Heritrix [21]) is frequently different from the medium used
to replay the archive (hencefortlp the web browser, the predominant means of

Mat Kelly

2
@machawk1 3



Personalized Pages in the Archives

e Aninitial examination of large Web a.rchives cf. live Web
e Some preserved things are personalized
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Existing Tools’ Capabilities

Punchline:

Preservation tools lag in
capability cf. Web browsers

How well do archiving i
tools perform? Javascript 8 tess)

Advanced Features Tests (4 tests)
-

(b) Archive.org

The Basics (6 tests)
Javascript (8 tests)

Advanced Features Tests (4 tests)
=

(d) Mummify.it

The Basics (6 tests)
Jav ipt (8 tests)

Advanced Features Tests (4 tests)
=

(f) WebCite

The Basics (6 tests)

Javascrigl (8 tests)

A;ivx;n.c'ed Features Tests (4 tests)

ors

(h) WARCreate

The Basics (6 tests)

Javascrigl (8 tests)

Advanced Features Tests (4 tests)
(W

(a) Chrome

The Basics (6 tests)

Java: t (8 tests)

Advanced Features Tests (4 tests)
[

(c¢) Archive.is
The Basics (6 tests)

Javascript (8 tests)
Advanced Features
- -

(e) Perma.cc

The Basics (6 tests)

Javascript (8 tests)

Advanced Features Tests (4 tests)
| |

(g) Heritrix

The Basics (6 tests)

Javnscri[_gt (8 tests)

Advanced Features Tests (4 tests)
=

(i) Wget

The Archival Acid Test: Evaluating Archive Performance
on Advanced HTML and JavaScript

Mat Kelly, Michael L. Nelson, and Michele C. Weigle
Old Dominion University
Department of Computer Science
Norfolk, Virginia 23529 USA
(mkelly,mln,mweigle}@cs,oduedu

ABSTRACT

When prescrving web pages, archival crawlers sometimes
produce a result that varies from what an end-user expecta,
To quantitatively evaluate the degree to which an archival
crawler is capable of comprehensively reproducing a web
page from the live web into the archives, the crawjors’ e
pabilities must be evaluated. In this paper. we propose a
set of metrics to evaluate the capability of archival
and other preservation tools using the Acid Test concept.
For a variety of web preservation tools, we examine pr
OUS captures within web archives and note the features thaq
produce incomplete or unexpected results, From there, we
design the test o produce a quantitative measnre of how.
well each tool performs its task,

awlers

Categories and Subject Descriptors

1.7 [Online Information Services): Digital Libraries
and Archives

General Terms
Exper

lentation, Standardization, V¢

Keywords
Web Crawler, Web Archiving, Digital

1. INTRODUCTION

Since much of our cultural discou
web archiving is necess
archiving is to capture we
at a later date. ‘i
the live web in a manner similar to tc
gines (crawlers) and preserve the pag|
lows the data and contextual information Al RHY
be re-experienced. These “archival crawlers” take difforont
approaches in digital preservation and thus their capability
and scoy v

978-1-4799-5569-5/14/531.00 ©2014

Becausc crawlers attempt to duplicate what a
d the page on the live web, vari.
ance from what is preserved and what would have beeg seen,
gompromises the integrity of the archive. The functional dif.
ference between archival crawlers and wob browsers oo
this sort of unavoidable discrepancy in the archives, but it
difficuls to evaluate how good of a job the crawler did if th
information no longer exists on the live web. By examin.
ing what sort of web content is inaccurately represented o
issing from the web archives, it would be useful to evalua e
apability of archival crawlers (in respect to that of wel,
browsers that implement the latest. teehnologies) to deter.
mine what might r functional repert
Web bro xhibited this dey
in the early days of Web Standar
that implemented the Wel ¢
all;

to visuall
an evaluation of how well the brow:
dards. In much the same way, we have created an Ay
Acid Test” to implement features of web browsen

case when the
difference can

ve
P communica-
payload

= RSESWd in a single or

ibly defined set of WARC files,
itrix paved the way for Internet Archive (IA) to utilize
their open source Heritrix to create ARC and WARC file
from web crawls while capturing all resources nece sary to
replay a web page [2]. Other tools have since added WARG
creation functionality [3, 4, 5]. Multiple software platforms
¢Xist that can replay WARCs but 1A's Wayback Machin
(and its open source counte part!) is the de facto standard
Multiple services exist that allow users to subimit URIs for
preservation. 1A recently began offering a “Save Page Now.
feature co-located with their web archive browsing inte

o ——
*https://github. con/iipc/openwayback




Representations can be Linked in time

HTTP Link

original 2006

HTTP GET
Accept-Datetime: 2006

HTTP Link

. HTTP Link
timegate

memento

HTTP Link
original

HTTP GET \q
Accept-Datetime: 2012

2012

/

HTTP Link

original 26




Memento provides relations

HTTP Link
original |
¥ URI-
. HTTP GET o
HTTP Link Accept-Datetime: t, S
y L L HTTP Link
'l memento
HTTP Link HITP GET
original Accept-Datetime: tj > lﬁzl

HTTP Link | 4

original

Original
Resource
Memento Guide: Introduction. http://www.mementoweb.org/quide/quick-intro/, January 2015.

TimeGate Mementos

* H. Van de Sompel et al. HTTP Framework for Time-Based Access to Resource States — Memento. IETF RFC 7089, 27
December 2013.


http://www.mementoweb.org/guide/quick-intro/

Memento Request Example

HTTP Request

» Accept-Datetime: Wed, 02 Aug 2017 23:15:00 GMT
(_ .‘ « GET: http://web.archive.org/web/http://www.psu.edu

¢l

(]

Request psu.edu at
Sept 11, 2001 at 9am EST

28



Memento Request Example

HTTP Request

» Accept-Datetime: Wed, 02 Aug 2017 23:15:00 GMT
(_ .‘ « GET: http://web.archive.org/web/http://www.psu.edu

¢l

b)

-
Request psu.edu at HTTP Response (302)
Sept 11, 2001 at 9am EST - Memento-Datetime: Wed, 02 Aug 2017 23:18:04 GMT

* Location: nttp://web.archive.orgiweb/20170802231804/http://www.psu.edu

timemap original timegate  memento 29




Background: Dereferencing a TimeMap at URI-T

g &
e > TimeMap

last
memento memento memento

e Date-based pagination
e Other formats for TimeMap

timemap timemap timemap

Request URI-T

30



Memento “Damage” Metric

e Not all missing resource

are created equal
e Multiple studies

establishing metric
e Evaluated through

Mechanical Turk

PSU Seminar: On Tool Building and Evaluation of the Archived Web
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Impact of Missing Resources

ARCHIVE
WHAT IF? A WEBCOMIC OF ROMANCE,
Birc B/ L4L0N © iy

Agout
YEAR IN REVIEW
o
WE GO LIVE T0 0UR | THE NORTHERN UGHTS [0y, DH... AT ABOUT LELL, THAT LAS

YEAR A REVELY | TTHOUGHT THIS WOULD. | THE REST 0F HE YEAR? iz Ve REvenL

ksl | PNALLY BE TEYERR. | T [y oo AN | TESKS
IN203 T Dow| BUTIT DONT HAPPEN | pry g6 NeLS SORES? | asens
SEE AN \ OH YEAH, TONS, VR Il BE

PERANENT UNK TO THS Cowic: HTTPi//xeco.com/1302/
Inace URL (ron Al IRV NG

ARCHIVE
WHAT IF?
BLac
STORE
Asout

!ammmmr‘mm | S—

A WEBCOMIC OF ROMANCE,
X ( SARCASM, MATH, AND LANGUAGE .

ARCHIVE XKcD.COM LOGO
™ A WEBCOMIC OF ROMANCE,
SARCASM, MATH, AND LANGUAGE .

i N mcmenemezrm

YEAR IN REVIEW

/nﬁ'nm--

PeasanenT LNK TO THiS comic: HTTR:/fxeco.com/1302/

It URL (FOR HOTLINKING/EMBLODING): HTT5://IMGS XKD, COM/COMICS/YEAR_IN_REVIEW.NG

YEAR IN REVIEW

SEARCH COMIC TITLES AND TRANSCRIPTS:
3 SEARCH
RSS Feeo - Arom Feeo

Comcs | ejor:

Three Woro Prnase, OGuar (Nspw),
SMBC, Dinosaur Comics, A Sorres
Worto, Burrersare, Persy Biste
Fricowsmp, Questionanie CoNTENT,
Burrencup FEsTIvAL

WARNING: THIS COMIC OCCASIONALLY CONTAINS STAONG LANGUAGE (WHICH MAY BE UNSUTABLE FOR CHILDREN), UNUSUAL
HUMOR (WHICH MAY BE UNSUITABLE FOR ADULTS), AND ADVANCED MATHFMATICS (WHICH MAY BE UNSUITABLE FOR LIBERAL-ARTS

szjors)

THis WORK 15 LICENSED UNDER & Creative Commons
Arrwiurion-NowCommenciar 2.5 License.

THiS MEANS YOU'RE FREE TO COPY AND SHARE THESE COMICS (SUT
NOT T0 SELL THEM). MORE DETAILS.

WARNING: THIS COMIC OCCASIONALLY CONTAINS STRONG LANGUAGE (WHICH MAY BE UNSUITABLE FOR CHILDREN), UNUSUAL
HUMOR (WHICH MAY BE UNSUITABLE FOR ADULTS), AND ADVANCED MATHEMATICS (WHICH MAY BE UNSUITABLE FOR LIBERAL-ARTS

SEARCH COMIC TITLES AND TRANSCRIPTS!

- SearcH
RSS Feeo - Arom Feeo

Comics | enjor:

Tunee Woso Purase, Ocar (Nsrw),
SMBC, Dinosaur Comics, A SoFTen
Wonto, Bur reasare, Peany BioLe
FeLLowsHip, QUESTIONABLE CONTENT,
BurTercup FESTIVAL

sjoRs).

THIS WORK 15 LICENSED UNDER A Creative Commons
Arrmsurion-NonCommenciar 2.5 License.

THis MEANS YOU'RE FREE TO COPY AND SHARE THESE COMICS (8UT
NOT TO SELL THEM). MORE DETAILS.

PeRsANENT UNK TO TS cowic: HTTPi/fxeco.com/1302/
Tneace URL ( Pra? _neview. oG

M,

m

Seecteo Comics.

SEARCH COMIC TITLES AND TRANSCRIPTS:
e Curtom s, Searcr
RSS Feeo - Arom Feeo

Comics | enjor:

Three Woro Prrase, OGLar (Nsrw),
SMBC, Dinosaus Comics, A Sorren
Wonco, Burrersare, Peasy Biote
FeLcowsmie, Questionanie CONTENT,

Tercup FESTIVAL

WARNING: THIS COMIC OCCASIONALLY CONTAINS STRONG LANGUAGE (WHICH MAY BE UNSUTABLE FOR CHILDREN), UNUSUAL
HUMOR (WHICH MAY BE UNSUITABLE FOR ADULTS), AND ADVANGED MATHEMATICS (WHICH MAY BE UNSUITABLE FOR LIRERAL-ARTS.
MAJORS).

This WORK 15 LICENSED UNDER A Crearive Commons
Arrrisurion-NonCommenciar 2.5 License.

THiS MEANS YOU'RE FREE TO COPY AND SHARE THESE COMICS (BUT
NOT T0 SELL THEM). MORE DETAILS.

m,




Damage in the eyes of Mechanical Turkers

o AMs Splits

e m,: live Web 50 | 41 | 32 | 23 | 1-4 | 0-5 || Total
e m,: comic removed 1.0 0.00
_ 0.9 0.00

e m,: two logo images removed s 4 0.07
0.7 0.00

The turkers selected m_ as the 0.6 0:0%
0 0.5 1 1 0.04

preferred memento 81% of the 0.4 0.00
- - 0.3 15 5 0.36
time, and more consistently for e 5 oA
larger AM _ values. 0.1 5 4 4 9 1 0.29
0.0 5 3 1 3 0.22

Total | 0.58 | 0.23 | 0.09 | 0.09 | 0.00 | 0.02 || 1.0

Justin F. Brunelle, Mat Kelly, Hany SalahEldeen, Michele C. Weigle, and Michael L. Nelson, “Not All Mementos Are Created
Equal: Measuring the Impact of Missing Resources,” International Journal on Digital Libraries (IJDL), 16(3), pp. 283-301.
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Impact of JavaScript on Archivability

e Missing JavaScript has big ramifications
e Content Complexity (CC) measure |
e URIs shared over Twitter and from Archive-It

collection N
e Evaluated WebCitation, wget, and the Heritrix
o 4.2% of the Twitter collection is perfectly
archived by all of these tools
o 34.2% of the Archive-lt collection is perfectly

archived.

PSU Seminar: On Tool Building and Evaluation of the Archived Web

IncJ Digit Libr (2016) CrossMark

17
DOL10.1007/500799-015-0140.8

The impact of JavaScript on archi ability

Justin F. Brunelle - Mat Kelly - Michele C. Weigle .
Michael L. Nelson

Received: 7 November 2013 / Revised: 12 January 2015/ Accepted: 14 January 2015 / Published online: 25 January 2015
© Springer-Verlag Berlin Heidelberg 2015

Abstract - Asweb echnologiesevolve, web archivists work 12,0 % from 2005 (0 2012. We also show that JavaScript
0 adapt s0 that digital history is preserved. Recent advances s responsible for 33.2 % more missing resources in 2012
i web technologies have introduced client-side executed  than in 2005, This shows that JavaScript is responsible for
SCTIPIS (Ajux) that. for example, load data without a change  an increasing proportion of the embedded resources unsuc.
in top level Universal Resource Identifier (URI) or require cesslully loaded by mementos. JavaScriptis also responsible
ser nteraction (¢.g., content loading via Ajax when the  for 527 % of gl missing embedded resources in our study.
page has scrolled). These advances have made automat.

ing methods for capturing web pages more difficul. In an  Ke prords _Woh acchitecture - Web archiving -

effort to understand why mementos § .

live resources) in today’s archives var
sometimes pull content from the five wd
of web resources and archival tools.
UR|

= e the web? This is a question that

D. t I le anesl ly important and more difficult 1o
|g| a S question has significant impact on
pmmercial and government compli-

ugh a sradient of changes fucled by
rinteractivity. Early websites were
ntinued adoption of web technolo-
personalized and more interactive.

embedded resources loaded via JavaScri

2

offer an enhanced browsing expe-

T E Brunclle (59) - M. Kelly - M, C. Weigle
Department of Computer Scicnce, Old Domini
Norfolk, VA 23529, USA
eemail: jbrunelle@es.odu.edu

a wide-scale migration from web
- This migration continued with the
tintroduced in 2005 [28]), which

introduction of Ajax (first

;\{l,,,ﬁu;y,,kcuym, odu.cdu combined multiple technologies to give web pages the abil-
M. C. Weigle ity to perform asynchronous clieni-server interactions afer
email: mweigle@es.odu.cdu the HTML is loaded. The first wide-scale implementation of
ML Nefson Ajax was in Google Maps in 2005, but Ajax was officially
email; min@cs.odu.edy 2dded as a standard in 2006 [70]. While archival tools per.
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Missing resources a direct result of JS usage

www.doc.alabama.gov
perfectly archived in time

(a) 2007 (b) 2008 (¢) 2009 (d) 2010 (e) 2011 ) 2012 (g) 2013 B =
= &
= | = ' = D= = | ! £
= = = il K i
= J s
(a) 1996 (b) 1997 (c) 1998 (d) 1999 (e) 2002 (g) 2004
cmt.com . _ o IEZ_I 58 =5 =
Impact of JS evident in missing e N e i
resources () 2008 (1) 2009  (m) 2010 (m) 2011 ‘_(0) 2012 _(p) 2013
Mat Kelly 35
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Problem was getting worse

Archive-|t
Live

Archive-It
Wayback

Archive-It
WebCite

Archive-|t
Disconnected

Twitter
Live

Twitter
Wayback

Twitter
WebCite

Twitter
Disconnected

0.27

0.211

0.00485

0.275

0.297

0.0723

0.393

0.151

T T T T 1
0.0 0.2 04 0.6 08 1.0

Percent of Requests from JavaScript

Percent Missing URI-Ms from JavaScript

100

80

60

40

20

2005 2006 2007 2008 2009 2010 2011 2012

Date Bin

Justin F. Brunelle, Mat Kelly, Michele C. Weigle and Michael L. Nelson, “The Impact of JavaScript on Archivability,” International Journal on Digital
Libraries (IJDL), 17(2), pp. 95-117.
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Mobile Mink: Merging Mobile and Desktop Archived Webs

. n
M O b I I e M I l I k Wesley Jordan', Mat Kelly:, Justin F. Brunefie:», Laura Vobrak', Michele G. Weigle:,

and Michael L. Nelson?
! New Horizons Regional Education Center Governor's School for Science and Technology
* Old Dominion University, Department of Computer Science
¢ The MITRE Corporation

prevalence on the web, it is iner
archive mobile resources and repy

asingly important to
cntations. However, be-

e Android Application

We describe the mobile app Mobile Mink which exter

. . Mink, a browser extension that integraos the 1. aadarchived - fhuse mobile rosources arc noy alvays dircetly linked from
.. |n S In th I S rea nl web. Mobile Mink discovers mobile g desktop URTs and their desktop counterparts, it is difficult for crawlers to find
eb a rCh IVII lg 0 er g provides the user an aggregated TimeMap of both mobile pages In the mobile web (2] . )
e ew w 2nd deskion mementos. Mobile Mink also allowe neees 1. & oole Mink s a mobile application that — in the same

” submit mobile wnd desktop URIs for archiving at (o 1. pay Mink inegrated the past and pr ot desktop webs
B I13 O r ternet Archive and Archive.today. Mobile Mige helps o bridges the mobile and desktop webs. Mobile Mink uses URT
a re incrense the archival covernge af e growing mobilo s, bermutations to discover mobile and desktop versjon: of the
i © Same resource. Mobile Mink provides the user an aggregate
ev j o

. ) ) . DimeMap of mobile and desktop mementos, and (oo
Categories and Subject Descriptors the opportunity to subrmit the mobile apd 4 sktop URL-Rs

H.3.7 [Online Information Services]: Digital Libraries to the Save Page Now scrvice at the Internet Avchpue 6] and
hival lookup

General Terms
Design; Experimentation; Measurement 2. AGGREGATE TIMEMAPS

.
.

H Ive d l I I O b I | e Mobile Mink is an Android application tha is currently in
ifi S S O C I a e a Keywords development and will be relensed for doswnlond 1y (1 Google
([ ] | d e n I Ie a n Play app store. Much like its desktop browser parent, Mo-

bile Mink offers a TimeMap of mementos (e allows the
Do navigate between the past and present webs, Ao,

. 1. IN TRODUCTION bile Mink also allows the user to submit mobile and desktop
e tatl O n S Mink [4) is a browser extension for Google Chrome that URIL-Rs t0 be archived by archival services. ,
re p r more closely integrates the past and present wob, Mink uses When using a wob browscr native to the Android operat-

the Memento framework [8] to present archived versions of g systew, the user is presented With an expandable menu
~ge isite . e ” in the top right of the browser window (called a “view as
0Ooe visited pages to the user, allowing the users to scamlessly

Web Archiving; Digital Prescrvation: Memento; TimeMaps

Bavigate between the archived and Hy vy list"). Selecting this Sign opens a memn of options, one
% G836 MobileMemento New Memento. Memento is a framework that standardizes Wep archive  of which is the option to “Share” the page (Figure 1(a))
acecss and terminology. Live web resources aro i Mobi At 24ds the option to “View Momenios” of the
m.androidcentral g ¢ Share via T Forine Nowe Submit for archiving at: by URI-R. Archived versions of URIRs are called memen- currently viewed page to the list of sharing options (Figure
Android Central | Android Fo ot fos and are identified by URI-M, Memmento TimeMaps are (b)), )
New tab | & e Reviews, Help and Android Wallpapers: [ Archive.today mchine-readable lists of memenios (at (he ool L single. Selecting the option of viewing mementos begins the pro-
) Intemet Archive arehives of aggregation-olarchives) sorted by anchr) o o of discovering mobile and desktop URIs of the cypieny
| New incognito tab ™M omai S tor. 198 v January v While Mink works well in the tracision . desktop-oriontod URL-R. First, Mobile Mink identifies the URIR of the cur-
ik | web. the mobile web continmucs (o be less prominent 1o the  rently viewed page. Mobile Mink identifies the URLR as
Nens, e BOOKMarks B cooser R archives. "This phenomenon persists cven as jobi. dovicos - cither a deskiop URI or a mobile UR] Sccond, if the URL is
. — e 3 Doer. use, and bidnity and the mobile wely ey # desktop | Rl Mobile Mink translates the URT 10  mobile
Recent tabs Q Hangouts ® 1/3/20146GMT tinues to grow and become more prevalent [9]. Because of URL if the URI is a mobile | RI, Mobile link translates the
URI to a dosktop URI We use the samo URT et cations
History 9 Inbox @ 1/3/20146MT

as in Schneider and McCown work (7] and test for the mo-

Keep @® 1/3/2014GMT Permission to make digital or hard €OPies of part or all of this work for personal o _l"k" URI’s “""‘; on the l”‘_ web (i.c., returns an HTTP
clastoom use i granted without fee provided tht copis ar ot e or distributed 200 response) and in the archives (returns a TimeMap of
@ 1/3/2014 GMT for profit or commercial dvantage, and that copies bear this notice and the full ci- cardinality > 0 from the Memento aggregator),
Print. B Messenger {ation on the first page. Copyrights for third party components of this work must be Note that our previous research demonstrated that dif-
Tapatalk @ 1/3/2014 6MT Bomored, For all oler e, contat the ovneriathots. Coprigh oy P ferentiating between fhe e and desktop versions of &
Find in page ﬂ Tapatal jl“‘[';‘;{/;‘;’;;:“' 25,2015, Knorsile, Tomoss, Ush, page can be difficult if the same URT is used to identify
= CDLLS, June 2125, 2015, Knosvile, Tenmessce, USA,
® 1/3/2014 GMT ACM 975-1- 3503 3534 e the mobile and d

7 e e W e
Bod

/ 2/ 5 gotiat
more ki = @ 1/3/2014 GMT hup://dx.doi.org/10.1145/27 negotiation
| Request desktop site [m] e edle

@ 1/3/2014 GMT

Settings @ View Mementos -
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WAIL reimagined

Archive from the desktgp with hligher fidelity
than conventional archiving tools

(@Z

ELECTRON

Web Archiving Integration Layer NEW COLLECTION
e0e

= Collections Q

default
™ Last Archived: Jun 14 2017 2:17pm
Size:19.5
Seeds: 1
Default Collection
Twitter
9pm
MB Last Archived: May 27 2017 6:09pi
Size: 2.02
Seeds: 2

Collection Of Tweets
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ABSTRACT

Web Archiving Integration Layer (WALL) is a deskiop applicalion CoNeciiore

wrtten in Python that integyaye Heritrix and OpenWaybac, 1

native application, By repiacing OpenWayback with Py, ye pro-
Vide anovel means for pergong] wey archivists to curate collections
of their captures from theiy gyyyy personal computer rather gy
Felying on an external archiyq] Web service. As extended foapygon
e also provide the ability for 4 50, 0 monitor and automacayly
archive Twitter users' feeds, eyer those requiring authentication,
as well as provide a reference implementation for integrating Figure 1: Collections screen
browset-based preservation too| into an OS native applicatiop,

KEYWORDS skill level. Even if g yser i able to suceessfully sef up thege tools,
they must ajsq configure the cray]s Via Heritrix and come up with
Personal Web Archiving their 0wn means of associatin & the Web archives 1o each othey oy
ACM Reference format: eollection-based replay vig Wayback.

John A. Berlin, pfag Kelly, Michael L. Nelson, Michele C. Weigle, 2017 WAL We have dev, oped a too] that provides users with access to hotly
Collection-Based Persona] e, Archiving, In Proceedings o Joint Confurece Heritrix and Wellback whilo Providing an interoperabl mechanism
on Digital Libraries, Torong,, Ontario, Canada, June 2017 (JCDL'17), 2 puges, for personal collction. by from their persong|
DOL: 10.XXX/XXx X i

1 INTRODUCTION
Subscription-based Wep 2rchiving services like Archiyeig allo
USES with limited techpicy) knowledge to create ang replay p
sonalized collections of Web ey Archive-It provides jig
With a simple interface t creale collections an (o launch cop
archival crawl. Similar o A rep;

Vet is Webrecorder!, which 2 A
iy e L0 Tegiter for the service an proyyy. them wanghi | m e Emplementation of the o
ity to create and manage pergongii collections of Wep, gy, inal ic ; ron (from here on reforoy
But unlike Archive-r;, Webrecorder requires jts ey to gt Wa 2 10 grealagnd manage personalized col.
drive the preservation progogs o upload content for o8 leclions of Web arcpmae, n";?;ersonal comput v
only providing its y, gigabytes of storage. Indliy; user s starts the qfif f | L provides them with 5 e,
that Wish 1o freely (gryyjy gng fibre) archive Web pages iy ollection : i
arbitrary restrictions beyond the limitatio,

along with the collection’s sige
ated. A user may easily create 5 new

lew Collection” buttop,
igital or m;;;,;;m all of this \;,I;;,;:,:“; Doing so displays o log (Figure 2), Prompting the user for 5
e € POV it copies sre oy weng distributed collection name, tifle, and g

"hitpsivebrecorderof

pi cription. These values are Propagated

i el Qj;;’lg‘;g;;;j:;;;;f"‘u‘g poption e WAIL interface and are viewghje when replaying the cofoc.

Sauthor(s). tion through Wayback, When viewing o collection, WAJT, displays
—

© 2017 Copyright helq by the owner/author(s) xxxrvnv,zzr/x.mnwc. $15.00 2hty Wchromium, org/
DOL 10 XXX/XxXX “hitpjelectron.atom o
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onicalization’s effects over time

i hives
URI coalescence considered harmful for arc

ive.org TimeMap
Count of time delta instances for Google.com from archiv
ount

with 3XX redirect from http to http (2014)
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ABSTRACT
Memento TimeMaps (5] Fis dontifiors fo
pures (URIMS). When some URE Mg aye dereferenced, they
redirect to a different URIM jnggonq of & unique represents
ton at the datetime. This suggests thag confidently obtaining
earecurate count quantifying the numbey o non-forwarding
Ghpewes for an Original Resource URJ (1 RI-R) is not pos.
sible using a TimeMap along gy that the magnitude of 5
TimeMap is not equivalent to thy mumber of representations
it identifies. This work represonts ap abbreviated vers;
the full technical report describing this phenomeng iy depth
[3]. For google.com we found (e 84.9% of the URLMs jy,
. TitneMap result in an HTTP pocipeet when dereferenceq
The full study applies thjs technique to seven other UR[.ps
of large Web sites and 13 acadomiy institutions. Using ,
fatio metric for the number of UR ]y ithout redirec

those requiring a redirect whoy dereferenced, five of
large web sites’ and two of (e thirteen acad
tions’ TimeMaps had a ratio of less than one,
more than half of the URI-Ms i (lose 1
redirects when dereference,

1 INTRODUCTION

Web archives retu,

s.odu.edy

chival web cap-

Map that returns
TimeMaps do not explicitly roguyy o “cony
cate the number of mementos lsted 1y 1
produce a non-redj <ting HTTP status code
enced. The heuristic of determining oy many cap}
represented by URL-Ms in o Timey
without dereferencing,

Redircction in a Web archive cay bo attributed to a va.
riety of canonicalization rules B3]. Preserving and replaying
these redirects allows an archive (. aceurately reproduce
the HTTP transactions that oy have occurred when he
URI being accessed resided on (he 1. Web. Because of (he
botential for redirection, the heuristj, of counting URL\s
With relation values of “memento” fy o inaccurate means of
determining the number of unique representations inferrod
from a TimeMap, We furtpor emphasize the distinction por
the Memento specification that (lye 1, tifiers for mementos

ap cannot be comp

Pre

Impact of UR| Canonicalization on Memento Count

Herbert Van (e Sompel
Los Alamos National Laboratory
Los Alamo New Mexico, U

herbertv@lanl,goy

6,074
9,326
20,634

ted), bucketed by year,

Map. My, is

the TimeMap,

o count based on exclusion of redirects when deref.

L the ratio of non-redirceting mementos to
s.

3) in a TimeMap are identifiors for archived HTTP
etions (e.g., transmission of H1rp XX, 3XX, 4XX,
cte.) rather than identifiers for Tepresentations,
umber of URLMs in a TimeMap ot neces-
P UMIAUE mementos when archival yocpe, s
mined the memmer

o5 from contemporar.
uate the patterns and schemes

ne
usedin Mementauagnonicalization Through this, we identify
thEY |m?w.. the number of mementos availgpl.
as !t ol TimeMap through paive <y counting

Beuristics to the temporally yniqus mementos identified once
these mementos are derpferencey

2 BACKGRO D AND RELATED WORK
x ation associates differently fo ‘matted URJs

W after-the-fact clustering of U, that likely

the same resource, As URJ gy mes from a Wel,
a cohefive, comprehensjve listing of the mementos avajlaby

for a Wely page.

AlSum et al. [I[ ed memento redirection patterns
relating to HTTP ye, ©SUbply the user with the corrocq
pmmeito when a redirect s encountered i ghe archives. They
Introduced the notion of “URJ sapyje. to give a quantitative
jeasure of the presence of HTTP 3xx status codes that
restlt when URLMs in TimeMaps ape dereferenced.
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Many URI-Ms are actually redirects

host % 3XX | %200|| Mgy | DI host % 3XX | % 200 || Mpar | DI
google 84.89 | 15.11 || 695,525 | 0.178 stanford 62.14 | 37.84 || 19,309 | 0.609
yahoo 88.16 | 11.83 || 418,896 | 0.134 princeton | 60.10 | 39.88 || 9,355 | 0.663
sourceforge | 73.34 | 26.63 || 31,408 | 0.363 columbia | 48.01 | 51.88 | 9,882 | 1.082
instagram 67.32 | 32.65 || 55,228 | 0.485 harvard 33.91 | 65.96 || 7,699 | 1.948
vimeo 57.04 | 42.94 || 199,262 | 0.752 caltech 33.13 | 66.86 | 5,474 | 2.017
cnn 49.97 | 50.01 || 87,148 | 1.001 - 2050 | #S.acu || G5l | 2R
wikipedia | 44.62 | 55.19 || 25,973 | 1.240 gatech 26.03 | 73.94 )| 3,907 1 2.841
whitehouse | 44.57 | 55.24 || 26,006 | 1.243 ufl 24.76 | 75.23 || 4,927 | 3.038

vt 23.07 | 76.92 || 4,061 | 3.334

Isu 15.06 | 84.93 || 2,974 | 5.638

nsu 13.82 | 86.00 1,208 | 6.233
Mat Kelly, Lulwah M. Alkwai, Michael L. Nelson, Michele C. Weigle, odu 9.727 90.27 1,727 | 9.279
and Herbert Van de Sompel, “Impact of URI Canonicalization on tee 5.429 94.57 884 | 17.41

Memento Count,” Technical Report arXiv:1703.03302, 2017.

Mat Kelly
PSU Seminar: On Tool Building and Evaluation of the Archived Web February 13, 2019 @machawk1
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£

Ipwb Wb —

vb= @9 IPFS + 3Dtk

e Persistence of archived web data dependent on resilience
of organization and availability of data
e Remove massive redundancy in web archive files of exact

duplicate content
e Determine feasibility of pushing WARCs into IPFS

Mat Kelly 44
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Ipwb Base Dynamics

e |PWB CDXJs may be transferred for our users’ replay

= — A_ 4 A_
:& . i b 8 CDXJ —‘—P Wb ﬂagﬁ

p' Wb ck "CWePback m“m_n
replay

II’) dex

e CDXJ-by-hash recursive fetch/replay

o Share hash of CDXJ then s ipwb replay hash to replicate experience

- o
I e @ IPFS ?vashF...dXJ —.—>e TPWb i

Push CDXJ to IPFS Mat Kelly
PSU Seminar: On Tool Building and Evaluation of the Archived Web February 13, 2019 @machawk1




Indexer

extract HTTP
headers+payloads

WARC Store

IPFS Store
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Indexer

extract HTTP
headers+payloads

WARC Store

IPFS Store
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Indexer

extract HTTP
headers+payloads

WARC Store

IPFS Store

PSU Seminar: On Tool Building and Evaluation of the Archived Web

index record

CDXJ*™
e ]
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Indexer

extract HTTP
headers+payloads

WARC Store

URI, [datetime]]:

index record(s)

-0
(2;07)

Replay

combine
header+payload

IPFS Store
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Indexer

extract HTTP
headers+payloads

WARC Store

combine
header+payload

IPFS Store
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Indexer index record

extract HTTP
headers+payloads

WARC Store

O

combine
header+payload

IPFS Store
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WARC Record extractlon to CDXJ

i 20160907003819654.warc UNRE!
1] Zoisos0r00smisessmrc + ipwb.example.com)/ 20160905022013 {"locator":
52 WARC/1.0 n « 1 s
53  WARC-Type: response I l Irh .!' 3/ /
54  WARC-Tar get URI: http://ipwb.example.com/ 1
5 WARC-Date: 2016-09-07T00:38:19Z

6 WARC-Rec d ID: <urn id:1e3907a9-2e5¢c-9981-6a92-964a465d998e>

et gLy mytpperspons €_type": "text/html", "status_code": "200"}

o oo pwb.example.com)/style.css 20160905022013 {"locator":
sl S—— "urn:ipfs/ Q
o mbyIA09U31wSdvARjvbPeVBTAWCIN TkyBhQ4ho3n8TAZo",
S ihime_type": "text/css”, 's )

0 e . ipwb.example.com png 20160905022013 {"locator":
2 :,,”? i;‘ni“eia i backfTEp) A5 S dhespSraanencesands coTiabaRTIon "urn:ipfs/QmTigMxFGvbP4nwFoq3tNYDPW6gC99i5njrqsXSw6QRvHa/

<Jhodytaie 53kuPJirahJHGevCCy2afLyePRdX38TukFUwd",
": "image/png", "status_code": "200"}
.example.com)/fileduration.png 20160905022013 {"locator":
urn:ipfs/QmaCj6LNngxwgxaLmfp1xCyxcwDt2Uzqf8gCG6bVyQppYC/
degtMporTFquv?ytgthoiSBhRxfuijD6Vj2U7ohz1 "
"mime_type": "image/png", "status_code": "200"}
ipwb.example.com)/filesize.png 20160905022013 {"locator":
"urn:ipfs/QmNPjrSVY310GDooMiA18ZDNHfkLNnEg3j5gRj1dFdramS4/
me4he88PU58nkWt6w5thpreLTKuU?iuxg9thoPsF1 B",

"mime_type": "image/png", "status_code": "200"}

78  WARC/1.0

79  WARC-Type: response

80  WARC-Target-URI: http://ipwb.example.com/style.css

81 WARC-Date: 2016-09-07T00:38:19Z

82  WARC-Record-ID: <urn:uuid:2502e65a-b@bd-70c6-8799-8687029a7174>
83 Content-Type: application/http; msgtype=response

84  Content-Length: 144

86 HTTP/1.1 200 OK
Host: ipwb.example.com

Connection: close

Content-Type: text/css; charset=UTF-8
Content-Length: 19

img {width: 250px;}

Line 78, Column 1

Mat Kelly 52
PSU Seminar: On Tool Building and Evaluation of the Archived Web February 13, 2019 @machawk1



IPFS multihashes in IPWB CDXJs

QmMNZ6mKS
SAXAmXEocQj5gT4y4kdcr6D2C173ubWJ6PSKEZ

QmPhMnX74c
wgx2xgj9d3N3gTra8CzafXwSbUwU8xagMfgR

Base 58 multihashes

of
Archived HTTP Response

Mat Kelly 53
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Content Addressing

QmZAD4xeeNeYF3TmwWgBXypLKTiICGWGRMXHW7MtheWKtw4

QmZAD4xeeNeYF3TmwWgBXypLKTiCGWGRMXHW7MtheWKtw4

PIPFS—

$ ipfs cat QmZAD4xeeNeYF3TmwWgBXypLKTICGWGRMXHW7MtheWKtw4 > dogejog [ > [l

o S A, ’) &

< > ’ 5 N,
Gty - e

) & ) U 3

—_ v
o s g0

N " o g r) e\ |
_—— !

http://exampl.org/yuri Jpg




Methodology - IPWB WARC indexing

y
I

warc-response record body extracted into temp files
o HTTP header and entity body (payload) separated
o Response metadata (e.g., datetime) retained

temp files pushed into IPFS via locally running daemon
o Two IPFS hashes (for header and payload) returned

CDXJ record created representing warc-response contents
o Contains URI-R, archived HTTP status, encoded IPFS hashes

PSU Seminar: On Tool Building and Evaluation of the Archived Web February 13, 2019
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pwb
Methodology - Replaying Archives IPW

wayback

e Extension of pywb API to read CDXJ files
e On encountering IPFS URN, fetch warc-response temp files from IPFS

using local daemon
o This may occur on a separate machine using a separate daemon

e With WARC contents fetched, replay contents using pywb where the locator
value in the CDXJ is used to dereference the temp files pulled from IPFS

Mat Kelly 56
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CDXJ in ipwb

SURT_URI DATETIME {
*id": "WARC-Record-1ID",
*url®: "ORIGINAL URI";
*status”: "3-DIGIT HTTP STATUS",
"mime": "Content-Type",
"locator": "urn:ipfs/HEADER_DIGEST/PAYLOAD_DIGEST"

N O Ot N

Mat Kelly
PSU Seminar: On Tool Building and Evaluation of the Archived Web February 13, 2019 @machawk1



A Framework for Aggregating Private and Public

Web Archives

Mitigate outstanding issues in Web archivin

beyond public scope. |
High-level of dissertation topic ”
Introduced the “Mementity Framework

A Framework for Aggregating Private and Publjc Web Archives

Mat Kell
Old Dominion University
Norfolk, Virginia, UsA
mkelly@cs.odu.edy

ABSTRACT

Personal and private Web archives are prolifer ting due to the in-
Anchn the t00ls o create them and the realizatiog thay Internet
Archive and other public Web archives are gr-p1- to capture per-
sonalized (e.g, Facebook) and private (e.g., banking) Web pages. We
introduce a framework to mitigate issues of aggregation in private,
personal, and public Web archives without compromising poten-
tial sensitive information contained in private captures. We amend
Memento syntax and semantics to allou TimeMap enrichment 1o
aecount for additional attributes to be expresseq inclusive of the
Pedirements for dereferencing private Web archive tures. We
provide amethod to involve the user further i the negotiation of
archival captures in dimensions beyond tme, We introduce a model
for archival querying precedence and shop cuiting, as needed
when aggregating private and personal wip archive captures with
those from public Web archives through Memento. Negotiation of
this Sort s novel to Web archiving and allows fo. the more seamless
Aggregation of various types of Wep archives to convey a more
accurate picture of the past Web,

CCS CONCEPTS
+ Information systems
Wide Web;

* Digitallibraries and archives. or(g

s In JCDL '15: The 151

Michael L. Nelson
Old Dominion University
Norfolk, Virginia, USA
min@cs.odu.edu

Michele C. Weigle
Old Dominion University
Norfolk, Virginia, UsA
mweigle@cs.odu.edy

inappropriate (e.g, requires a specific user’s credentials) for these

cra

wlersand systems o preserve. For this reason enabled by the

Wit influx of personal Web archiving tools, such o WARCreate,
WAL, and Webrecorderio, individuals are preserving live Wep

cor

ula
live
pui
iss

ntent and personal Web archives are proliferating [20]

Personal and private captures, or mementos ot the Web, partic-
iy those preserving content that requires authentication on the
e Web. have potential privacy ramificatione, if shared or made
blicly replayable after being preseryeg [21]. Given the privacy
o abraegicaly regulating access to these personal gt private

mementos would allow individuals to preserve. replay, and collabo-

rat

archives with pr

W

hiver wraonal Web archiving endeavors. Adding persope Web
Y considerations to the aggregate view of the
eb as it was™ will provide a more comprehensive picture of the

Web while mitigating privacy violations
Thi

work has four primary contributions to el archiving:

Archival Query Precedence and Short-circuiting: Allow

que
in

erying of individual or subsets of archives of an aggregated set
a defined order with the series halting if a condition is met

(Section 3),

TimeMap/Link Enrichment: Provige additional, more

tipive attributes to URI-Ms for more efficient quer
fon (Section 4),

maen content negotiation of
Increase user nvorvenm

mengons
roflive n: Iyl
indlhr private [ehKches

us % ‘ction 6.}

P 50 20, o ok s
7 Weordi,,

1 INTRODUCTION

Conventional Web archives preserve publ y available content on
the live Web Some Web archives aliow ugar, | submit URTs to
be individually preserved or used as seeds o an archival crawl,
However, some content on the live waly may be inaccessible (c.g,
beyond the crawler's capability compared g . live Web browser) or

Flermission to make digital ot hard copies of all o Part of this work for persanal or
Classtoom use is granted without fee providoq . €opies are not made or distibated
o e pror commercialadvantage and that copie ek et and the fllcitation
T page. Copyrights for componenis of s e d by others than the
o st be onored. Astacting with creil s pek o “To copy otherwise,or
cepublsh.to poston servers ortoredistribute to . Fequiresprior specific permission
o aiee Request permissions from permissonspi org.

JCDL 18, une 3-7, 201, Fort Worth, TX (154

st coPyTighL held by the ownerauthors). Publication rights licensed to the
Association for Computing Machinery

ACMUISBN 975-1.4503-5178.2/18/06,. $15.00

tps/doi ong/10.1145/3197026 31070145

tifi

Boi
hay
sha
We
the
tho

s Beyond Institutions
Y contain captures with personally iden.
lable information, such as a time sensitive statement verification

Web page (Figure 1¢) or a user's facebook on feed (Figure 1a), A
user m

[23] but wish to also regulate ac
ity of

arc]

want to selectively share their facebook,com mementos

55 (0 them [22]. Without the ab.
uthenticating as a user on the live Wob, many public Web
o omply preserve the facebook.com login page (Figure 11
th captures are representative of facebook. com, and they may
Ve even been captured at the same time. Users may be hesitant to
e their mementos of facebook.com (or other ‘personal or private
eb pages) without a mechanism to ensue they the Web page as
© User experienced it is faithfully
ose captures can be regulated,

s a counterpoint, an individual's personal wep archive is more

aptured and that the access of

pasccptible to disappearing without an institution's backing. Main-
taining backups of archived content s unwieldy, requires diligence

or

automation, and is still at the mercy of hardware failures, While
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Desire: Include Other
Non-Aggregated Archives
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Archiving More Archives Provides a Better Picture of the Web

Tarchlved
\V@captures

time—>

—nchanges ———/

NNI' on the
== live Web
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& Short-Circuiting

e Series halt when threshold met.

~

“Check private archives first. Iff you find no
captures, only then check the public archives.

K / Mat Kelly 61
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Aggregation with
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OAuth2-based tokenization patterns

GET URI2

cope: / \bqyb ¥ o
Token: 4f33c64 o

PRIVATE
drcunNY

ADAPTER

GET URI2

Scope: /

Token: 2265eef3
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...with offloading of the procedure from the archives

MCER
PRIVATE

ADAPTER
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Evaluation Through Implementation

d

MINW

INTEGRATING < WEBS

n
ext® Extend for client-side

archival specification

Exhibit features of an
MMA

Regulate access to
Private Web archives

Facilitate archival
negotiation in more
dimensions

000

<] D ‘ https://my.fancydomain.com/somePage.html l 0 E
6\ 569 Mementos Available Sources 7
M‘N“ v Internet Archive A
[INTEGRATING ~ WESS Archive.is
Local Archive1l
V¥ Local MMAT
VIEW BY: Dropdown VizMethodFoo  VizMethodBar v

2005 5 |[January 9 |[1st 3 [|09:30 GMT
2006 6 ||[February 22 ||2nd 2 ||11:06 GMT
2007 36 |[April 33 [|9th 22 (|12:58 GMT
2008 42 ||November 15 |(18th 1 ||20:06 GMT
2009 57 30th 5 ||20: GMT
2010 3 %E
2011 2

2012 0

2013 79

2014 81

2015 99

2016 156

2017 3

90
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On Tool Building and Evaluation of the Archived

e
X\p/en ource Web Archiving Tools

WAIL
o

{ ]
GItHub machawk1/warcreate machawk1/walil nOtan3rd/wail machawk1/mink oduwsdl/ipwb

&

More details of studies:

Measuring the Impact of Missing Resources (Conf, Journal)
Impact of URI Canonicalization (Conf, arXiv)

Archivability Over Time (Conf, arXiv)

Impact of JS on Archivability (Journal)

Personalization in Web Archives (article)

Mat Kelly
https://www.cs.odu.edu/~mkelly/

Slides available at http://matkelly.com/psu February 13, 2019



https://dl.acm.org/citation.cfm?id=2740826
https://link.springer.com/article/10.1007/s00799-015-0150-6
https://ieeexplore.ieee.org/document/7991601
https://arxiv.org/abs/1703.03302
https://link.springer.com/chapter/10.1007/978-3-642-40501-3_5
https://arxiv.org/abs/1307.8067
https://link.springer.com/article/10.1007/s00799-015-0140-8
http://www.dlib.org/dlib/november13/kelly/11kelly.html
https://github.com/machawk1/warcreate/
https://github.com/machawk1/wail/
https://github.com/n0tan3rd/wail/
https://github.com/machawk1/mink/
https://github.com/oduwsdl/ipwb/
http://matkelly.com/psu

