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Research Focus - Web archiving

● Save the Web, it’s important
● The Web has gotten increasingly complex!
● Should everything be saved? What about our private stuff?
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The Public Web is dynamic
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● JavaScript may embed resources at runtime
○ e.g., fetch dynamics based on user interaction

● Consistent delta in web browsers and web archiving tools
● These tools don’t have your creds, ergo private content never saved
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Topical History

● “The scientist builds in order to study, the engineer 
studies in order to build.”

● Programmer turned researcher
● Driven my data liberation and interfacing incompatible 

systems
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Data Liberation

● Often (nowadays) by services to allow you to download your own 
data

● We know APIs are restrictive, fail, incomplete, etc.
● Web is similar:

○ What you experienced, you should be able to re-experience
○ Requires replication beyond the bits
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ArchiveFacebook (2010)

● User-driven data liberation of their content on FB
● Firefox extension
● Open source
● Resultant data stored locally
● Caveats

○ Stored on file system, not “archived”
○ Limited platform (Firefox)
○ FB didn’t care for the name (i.e., C&D)
○ Extensions platform changed (XUI → WebExtensions)

7



https://matkelly.com/info821

Mat Kelly - Facilitating A More Complete, Accessible Web History
INFO821 - Drexel University
May 2, 2023

ArchiveFacebook (2010-?)

● User-driven data liberation of their content on FB
● Firefox extension
● Open source
● Resultant data stored locally
● Caveats

○ Stored on file system, not “archived”
○ Limited platform (Firefox)
○ FB didn’t care for the name (i.e., C&D)
○ Extensions platform changed (XUI → WebExtensions)
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WARC format

● International Standard (ISO 28500:2017) format
for storing web archives

● Transactional record
○ retains HTTP requests, responses, metadata, 

crawl info, etc.
● All large web archiving efforts use format (e.g., Internet Archive)
● Generated by archival crawlers as they “visit” a live web page
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WARCreate (2012)

● Google Chrome extension
● “Create WARC files from any webpage”
● What you see is what you get

○ No delegation to a crawl
○ One-off archiving

● Could capture pages beyond those accessible to an institutional 
crawler
○ e.g., →

10https://github.com/machawk1/warcreate
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Seeding a Research Trajectory

● WARCreate was a driver for questions
○ What can(not) be captured?
○ If we could capture the previously uncapturable, where should we store it?
○ Should these captures be exhibited temporally inline?
○ What about privacy?

● Tools were hard to configure, aspiring personal web archivists would 
rather rely on simpler, yet effective interfaces

11

WARCreate’s 1-button interface
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WAIL (2013)

● Web Archiving Integration Layer
● Desktop app
● Bundled hard-to-configure web archiving tools 

into a simpler interface
○ Heritrix - institutional grade archival crawler
○ OpenWayback - archival replay system, interprets 

WARCs, makes usable
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and more!

bundles:



Access is Fundamental to 
Preservation
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The Memento Framework

• HTTP Framework for Time-Based Access to Resource States

• RFC 7089 (A Recognized Standard)

• Provides way to associate live Web URIs (URI-Rs)
• https://drexel.edu

• With URIs of archived Web pages (URI-Ms)
•  http://web.archive.org/web/20110320142207/http://www.drexel.edu/

• http://archive.is/dCqK

14
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TimeMaps & TimeGates

● TimeMaps – listing of URI-R, URI-Ms, and associated metadata
○ e.g., relative relation, datetime

● TimeGate – endpoint for requesting a URI-R R at time t
○ Enables content negotiation of the Web in the dimension of time

15
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Content Negotiation in Time

● “Time Travel for the Web”: using a TimeGate

• Memento-Datetime: Fri, 04 Aug 2017 12:40:10 GMT
• Location: http://web.archive.org/web/20170804124010/https://drexel.edu/
• Link: 

• Accept-Datetime: Wed, 02 Aug 2017 23:15:00 GMT
• GET:  http://web.archive.org/web/https://drexel.edu

URI-G
G

mementotimegateoriginaltimemap

HTTP Request

HTTP Response (302)

URI-T
T

URI-R
R

URI-G
G

URI-M
M

Request drexel.edu  at
Aug 2, 2017 at 6:15pm EST
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• Archival sources are set server-side

• Client has no control over archival sources

• “You’ll get what you’ll get and you’ll be happy”

• > a barrier in improving the picture of the past Web

more info, see:

Mat Kelly, Sawood Alam, Michael L. Nelson, and Michele C. Weigle, “Client-Assisted Memento Aggregation 
Using the Prefer Header,” Presented at the Web Archiving and Digital Libraries Workshop (WADL 2018), June 
2018.

Which Archives are Queried?

17
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TimeMaps Show Limited Information

• URI-M
• e.g., https://web.archive.org/web/20090512213206/http://www.drexel.edu/

• Datetime – (RFC1123 - Requirements for Internet Hosts)

• e.g., Tue, 12 May 2009 21:32:06 GMT

• Link Relation (RFC5988 - Web Linking)

• e.g., rel=”first memento”

18

WHAT?

WHEN?

WHERE?

https://tools.ietf.org/html/rfc1123
https://tools.ietf.org/html/rfc5988


Same TimeMap Metadata in Multiple Formats

...
<http://localhost:8080/20101116060516/http://facebook.com/>; rel="memento"; 
datetime="Tue, 16 Nov 2010 06:05:16 GMT",
...

...
20101116060516 {
  "uri": "http://localhost:8080/20101116060516/http://facebook.com/",
  "rel": "memento",
  "datetime": "Tue, 16 Nov 2010 06:05:16 GMT",
}
...

Memento entry in Link (RFC 7089) TimeMap

Memento entry in CDXJ TimeMap

Memento (URI-M) Relative Relations Memento-Datetime
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Memento Aggregation
filling temporal gaps by using multiple sources

Memento aggregators are “queryable” Web services that:
1. Takes a live Web URI (URI-R)
2. Relays requests to a set of archives (configured on the server)
3. Aggregates and temporally sorts the results
4. Returns aggregated results (TimeMap) to client

20

Querying a single archive Querying a Memento aggregator
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Mink (2014)

● Chrome extension
● A unified experience, view the extent of history available for a web 

page as you browse
● One-click submission to multiple web archives

○ Recall: appeal of simple interfaces

21
JCDL 2014
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Problems Remained

1. How to temporally blend private/personal captures with extensive 
history of the public web

2. URI-R is not enough to distinguish private/public captures
• Among other variants

3. Machine dies, efforts for naught

22
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InterPlanetary Wayback (ipwb) (2016)

● Integrated WARCs with the InterPlanetary File System (IPFS)
● Allowed personally captured WARCs to be more resilient in time, 

shared P2P
● Content addressing rather than lookup by URI-R

○ Facilitated efficient storage, integrity, deduplication, etc.

23

apple.com over time

Did not curb issues of PII 
within WARCs

3. Machine dies, efforts for naught
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Archival Content Negotiation in Dimensions 
Beyond Time

24

● only unique captures (1 URI-M per hash variant)
● an efficiently thumbnails summary (use SimHash for thumbnail 

generation)
● only capture where the quality is > 0.24 (w/ a custom metric)

● Any of the above in combination or with an additional datetime 
parameter

(note the potential for combinatorial complexity)

For drexel.edu, show me…

2. URI-R is not enough to distinguish private/public captures



A Framework for Aggregating Private and 
Public Web Archives

Facilitate archival 
negotiation in more 
dimensions

Regulate access to

Private Web archives

Provided a hierarchical approach at 

supplementing the set of Web 

archives aggregated

Mat Kelly, Michael L. Nelson, and Michele C. Weigle, “A Framework for Aggregating Private and Public 
Web Archives,” In Proceedings of the ACM/IEEE Joint Conference on Digital Libraries (JCDL), Fort Worth, 
Texas, June 2018, pp. 273–282.

1. How to temporally blend private/personal captures with extensive history of the public web
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Defended, Graduated, Joined Drexel (2019)

26

https://matkelly.com/dissertation
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Outstanding Questions*
(points needing further research)

● Memento introduces linking and inter-resource relations
○ intentionally open-ended for further extension and exploration

● Web archives are very large but largely centralized
● Much web archive research has been in usage and not creation, enrichment, 

enhancing access, etc.
● Private Web archives are rarely considered but often considered the most 

important (i.e., users’ personal) Web content
● Semantics, asynchronous generation, caching/storage
● Further leveraging client-side querying for information retrieval

27

* Since last presenting in Jane’s INFO821
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Threads Abound, Some Loose, Some 
Newfound

● Distributed Persistent Identifiers (ARKs)
○ Nuances akin to distributed aggregators (MMA), resilience (ipwb)

● Research Using (un-)Archived Content
○ HBCU Faculty Migration (as evidenced on the past web)
○ Missing Web advertisements as lost historical context

● Inter-domain term evolution
○ Temporal aspect, but in undefined dimensions

● Complexities of a more complete web history…

28
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Complexities of Advanced Aggregation

● Suppose you run an aggregator to curate your narrative’s 
web sources

● Queries may, in-turn query other aggregators
○ Some of which may have privileged access to private archives

● Waiting for all to respond is inefficient, can be pipelined

29

Mat Kelly, “Aggregator Reuse and Extension for Richer Web Archive Interaction,” In Proceedings of the 24th 
International Conference on Asia-Pacific Digital Libraries (ICADL 2022), Hanoi, Vietnam, November 
30–December 2, 2022, pp. 313–328.
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Client-side Replay Tweaks for Truer Experience

● Mindset: archived web page has to be manipulated (e.g., links) to 
ensure archived resources representations resolve

● This is often done server-side, presenting a manipulation of the bits 
of the historical record.
○ Typically a bad thing, but the experience is better
○ An imperfect process, dynamically loaded resources are hard to rewrite

● Client-side JavaScript techs (e.g., ServiceWorkers) can improve the 
experience without manipulating the bits server-side
○ …and allow some inaccessible resources to be resolved!

30

John Berlin, Mat Kelly, Michael L. Nelson, and Michele C. Weigle, “To Re-experience the Web: A Framework for the 
Transformation and Replay of Archived Web Pages,” ACM Transactions on the Web (TWEB), Just Accepted. March 2023.

Has already been implemented in high-fidelity 
replay system and informs current archival 
replay practice
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